Gold partner: Generalni partner:

@) coras @) paquas gFi Microsoft a m

Pass-the-Hash Attacks

18. - 21. kvetna 2015

Michael Grafnetter TQChoEd

www.dsinternals.com DevCon ::




Agenda

= PtH Attack Anatomy
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— Proactive
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= \Windows 10

@) coras ) paquas g Microsoft I?,%'J;E'fl



PtH Attack Premises

Symmetric

Cryptography
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PtH Attack Anatomy
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PtH Attack Anatomy
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Stealing the Hash
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Credentials Lifecycle / Attack Vectors

Admin
Password!
/.
External SEiri-on Use/C.ache In transit on S
storage on client network

store
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Hashes in Windows

Authentication Method Hash Function Salted

LM DES NO
NTLM, NTLMv2 MD4 NO
Kerberos (RC4) MD4 NO
Kerberos (AES) PBKDF2 YES
Digest MD5 YES
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Credentials Lifecycle / Attack Vectors

External } Use/Cache In transit on R ik
storage on client network

store
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Active Directory Database - Offline

" Files
— C:\Windows\NTDS\ntds.dit
— C:\Windows\System32\config\SYSTEM

= Acquire
— Locally — ntdsutil IFM

— Remotely — WMI (Win32_Process), psexec
— VHDs, VMDKSs, Backups

= Extract
— libesedb+ntdsxtract
— Windows Password Recovery
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NTDSXtract

esedbexport ntds.dit

python dsusers.py ntds.dit.export/datatable.4
--name Administrator --syshive SYSTEM
-- supplcreds --passwordhashes

Password hashes:

Administrator:$NT$cc36cf7a8514893efccd332446158bla:::

Supplemental credentials:

Kerberos newer keys

salt: ADATUM.COMAdministrator

Credentials

18 b7268361386090314acce8d9367e55f55865e7ef8e670fbe4262d6¢c94098a9e9
17 8451bb37aa6d7ce3d2a5c2d24d317af3

3 f8fd987fa7153185
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Windows Password Recovery - AD

%a é Import from registry or Active Directory files ‘

It iz highly recommended that you supply the program with SECURITY and

Import Wizard

Local computer

SOFTWARE registy filez as wel. This will allow to recover plaintest pagzwaordz
to certain accounts.

() Impart regular accourts [fram Sébd registry file)

Recovery

Windows Password Recovery - Empty project

% I . i Pmﬂigﬂ F'_ert : Tonls Drﬁns - — -
S Cywindows)sywskem32)confighSar - @ @ I@ ﬂ l_.n N =
Remote machine SYSTEM Chwindowstsyskem 32l configSYSTEM = E s/ L_' d
Backup  Asterisk Password Offline Password || LSA Secrets  Domain Cached  Active Directory  SAM  DPAPI Decoder  Windows
N _ stem files Revealer Remover Dumper Credentials Explorer Explorer Explorer and Analyser~ Wault Explorer
(#) |mport domain accounts [fram Active Directory ntdz. dit file]
NTDS OIT criwindows|nkdsinkds, dic =1
Binary files i X —
SYSTEM '::Il,"."'."ll'll:lDWSIl,S‘:.fStE!FFISEIl,I:DI'IFII;|I|,5"|"5TEMl |Lj| User name £ RID LM hash NT hash Description
[] gk Administrator - 500 0203 7345B518314341 DE3F72650004FF Passwword history hash
J]b Load histary hashes O ek Administrator - 500 02937045B518814341DE3F72650004FF Passwword history hash
I_ L Load hazhes of machine accounts [1dE sdministrator 500 0203734585183 4341 DE3F 7265000 4FF Built-in account for administering th
Textual or Scan system fast for plaintext passwords ek Administrator 500 144034082 79CCDDI7022805165954CDE Password histary hash
praoject :ﬂv! [ Process deleted and hidden accounts, if any [ e Guest 201 Built-in account for guest access o
[+ dse krbtqt s02 470B80IBCATT93ABATISECT112B265113 COE7ESFAETA820500802085C53 74701 Passward history hash
Dmkrhtgt 502 COda7ESFAE14820500862085C53747C1 Key Distribution Center Sepdce Aoco
| dmport-— | Cancel | []&kLON-DCTE 1001 £A39FCI1DFBIDBAA502B441187B2E006
[+] e Hazem 1110 BEO637B0B106461B3BAFSDALZF2SBEQAE 0203 7d5B5 18814341 DEIF72650004FF Password history hash
[ e Hazem 1110 0203 7d5B5 18814341 DEIF72650004FF
[ dd Gudrmundur 1M1 60193 700DE3 TO0F3E21 97602 0075F 2 B6E 0203 7045B518814341 DE3F726500D4FF Passward history hash
[ & Gudmundur 1M1 02037045B51881431 DE3F726500D4FF
[ & Manaj 1112 8A25DCOADDERT FCA90EFIFSASE0 3004, 0203 705B518814341 DE3F726500D4FF Passward history hash
[ & Manaj 1112 0203 7045851881431 DE3F72650004FF
[+] ey Cigdlemn 1113 2FF006922A90C 842 EGEBATFEIAM 4540 02937345B5180 4341 DEIFF2050004FF Password history hash
'<_| o - m = >
Log window
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KRBTGT Account

Eile  Action Wiew Help
ez rE sB XELE BE 2 aETEa%

4 3 Adatum.com A || Marne Type Description
B[] Builtin 52 DnsAd,., Securi.,  DMS Sdministrators Group
b [ Cormputers S Dnslp.. Securi.,  DMSclients who are permitted to perform dynarr
[ l_:'—il Develaprment 52 Domai., Securi.  Designated administrators of the domain
b '_:'—:l Domain Controllers 2 Domai.. Securi..  &llworkstations and servers joined to the domair
b '_—:I FareigniecurityPrinci 2 Domain, Securi., Al domain controllers in the domain
b E T 52 Domain, Securi., Al domain guests

B ,__:| Lu:ustﬂ.ndFDunc! 82 Darnai..
B Managed Service Acc

- 2 Managers
- 2 Marketing

| Prograrm Data
b [Z] Research E_;_Guest User Built-in account for gquest access to the compute

securi,, Al domain wsers

S Enterp... Securi..  Designated administrators of the enterprise

S Enterp.. Securi..  Members of this group are Read-Only Domain C
S Group .. Securi., Members in this group can modify group policy

b 5] Sales : 5 Key Distribution Center Service Sccount

b ] Systemn oo securl., Members of this group are afforded additional pr

7 Users SECUFL.,  servers inthis group can access rernote access pr o,

<[ m n >
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DEMO

IFM + Windows Password Recovery
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Proactive Measures

* Encryption

= RODC

= Backup protection

= Regular password changes
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Active Directory Database - Online

» MS-DRSR/RPC
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Administrators (ADATUMADministrators) Change

Permissions

Auditing Effective Sccess

For additional information, double-click a permission entry, To modify a permission entry, select the entry and click Edit (if available),

Permission entries:

Type
82, Allow
82 Allow

82, Allow
82, Allow
82 Allow
8 Allow
82, Allow
82, Allow
82 Allow

Principal

Administrators (ADATUNM\ADministrators)
Administrators (ADATUM\Administrators)
Administrators (ADATURM\Administrators)

Administrators (ADATURVADministrators)

Inceming Forest Trust Builders (ADATUM...
Pre-Windows 2000 Compatible Access (A..
Pre-Windows 2000 Compatible Access (A..

Administrators (ADATURVADministrators)
Everyone
EMTERPRISE DOMAIN COMTROLLERS

Access

Replication synchronization
Manage replication topelogy
Replicating Directory Changes All

Read only replication secret synchronization

Create inbound forest trust
Special

List contents

Special

Read all properties

Special

<]

Inherited from

Mone

Mone

Mone
Mone
Mone
Mone
Mone
Mone

Mone

¥

| | Bermuowe | | Edit

| Restore defaults |

];4

|| Cancel || Spply |
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Proactive Measures

= Avoid using administrative accounts
= Do not run untrusted SW
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SAM Database

= Offline

— Files
* C:\Windows\System32\config\SAM
* C:\Windows\System32\config\SYSTEM

— Tools
« Windows Password Recovery

= Online
— Mimikatz
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DEMO

SAM dump using Mimikatz
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Proactive Measures

= Restrict administrative access

= Bitlocker
» Randomize local Administrator passwords
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A Password Settings

E} Password Settings

ous Setting Next Setting

At least Microsoft Windows XP Professional or Windows Server 2003 family

{0 Mot Configured Comment:
(® Enabled
() Disabled
Supported on:
Options:

Help:

Password Complexity

Large letters + small letters + numbers + specials v

Password Length |12 =

Password Age (Days) (30 =
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Configures AdmPwd password parameters

Password complexity: which characters are used when
generating a new password

Default: Large letters + small letters + numbers + special
characters

Password length
Mimimure: 12 characters
Maxirum: 84 characters
Default: 12 characters

Password age in days
Minirmur: 1 day
Maximurn: 265 days
Default: 30 days

GP Local Admin Pwd Management Solution

_I:I.
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Credentials Lifecycle / Attack Vectors

External
storage

in transit :ﬂ Authoritative
networ store

Use/Cache
on client
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Windows Integrated Authentication

Application MET &pplication Internet Application
RPC MET Framewaork Explorer Layer
S5PI
=Pl Layer

S N S S S

kKerberos || MTLM Cigest || Schannel || Negotiate || Other

S5P
Layer
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SSP Cached Creds (SSO)

Kerb Hashes Plaintext-Equivalent Passwords
3rd

TGT LM NT Tspkg  ‘Wdigest  Kerb  LiveSSP Party
S5P

Windows 8.0 Microsoft Account IR I NN R S U " .
and previous Local Account NN IR BENNNN DN D B .
Dornain Account I NN NN R N B S .

+* *
Windows 8.1 Microsoft Account IS [N I SN (S S —"—
ul;_‘ Local Account I I T S T e
Defa Domain Account [ N N T T T e

Windows 8.1 Protected Users IS [SSS (SR [ [ s e e
Features Restricted Admin RDP [ [T [y [ [ o e

* Off by Default

Based on a table by Benjamin Delpy -N‘:| Password Dﬂtﬁ in Memaory
twittercom/gentilkiwi/status/35255 709364089241 6/phote,1 B F=:svord Data in Memary
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Debug Privilege

File Action View Help

o= 755 XE = HE

=] Local Computer Policy

4 A& Computer Configuration
b ] Software Settings
4 || Windows Settings
» || Name Resolution Policy
=) Scripts (Startup/Shutdown)
» = Deployed Printers
4 i Security Settings
» [ & Account Policies
4 [ 4 Local Policies
> g Audit Policy
» g User Rights Assignment
[ .E Security Options

Policy

| Change the time zone

1| Create a pagefile

| Create a token object

| Create global objects

| Create permanent shared objects

| Create symbaolic links

Debug programs

1) Deny access to this computer from the network
) Deny log on as a batch job

) Deny log on as a service

| Deny log on locally

o) Deny log on through Remote Desktop Services

Security Setting

LOCAL SERVICE, Admini...
Administrators

LOCAL SERVICE,NETWO...

Administrators, NT VIRT...

Administrators

*5-1-5-21-975184402-71...
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DEMO

LSA dump using Mimikatz
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Proactive Measures

= Restrict administrative access

= Applocker/SRP whitelisting

= Enable Additional LSA Protection

» Protected Users group

= Restricted Admin RDP

= Authentication Policies and Silos

= Shorten Kerberos ticket lifetime

= Disable Automatic Restart Sign-On
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Automatic Restart Sign-On

A Sign-in last interactive user automatically after a system-initiated restart I;li-

Ei Sign-in last interactive user automatically after a system-initiated restart Next Setting

) Not Cenfigured
() Enabled

(®) Disabled

Options:

Comment:

Supported on:

At least Windows Server 2012 R2, Windows 8.1 or Windows RT 8.1

Help:

This policy setting controls whether a device will automatically
sign-in the last interactive user after Windows Update restarts the
system,

If you enable or do not configure this policy setting, the device
securely saves the user's credentials (including the user name,
domain and encrypted password) to configure automatic sign-in
after a Windows Update restart. After the Windows Update
restart, the user is autematically signed-in and the session is
automatically locked with all the lock screen apps cenfigured for
that user,

If you disable this pelicy setting, the device does not store the
user's credentials for automatic sign-in after a Windows Update
restart, The users' lock screen apps are not restarted after the
systemn restarts,

‘ oK || e ‘
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Kerberos Ticket Lifetime

File Action View Help

e nm X= @m

4 & Computer Configuration
4 [ Policies

b ] Software Settings

4 [ Windows Settings

b 1] Name Resclution Policy | |

= Seripts (Startup/Shutdowr
4 G Security Settings
4 - Account Policies
b a3 Password Policy
b 23 Account Lockout F

Policy

+s] Enforce user logon restrictions

e

Policy Setting
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Tier Model




Tier Model - Administrative logon restrictions

Production Forest

.
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High-Value Accounts

= Admins
— Domain Adminis
— Enterprise Admin
— Schema Adminis
— BUILTIN\Administrators
— BUILTIN\Hyper-V Adminstrators

= Service Accounts
— SCCM, SCOM, DPM, Software Installation,...

= BMC Accounts
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Authentication Poli

Cl
] |

Restrict Access for Admins TASKS v | [ SECTIONS
General  General V¥
Accounts . S ' :

An authentication policy silo controls which accounts are to be protected by the silo and
Policy defines the authentication paolicies to be applied to members of the sila.

Display name: Restrict Access for Admil ) Only audit silo policies

Description: ®) Enforce silo policies

Protect from accidental deletion

Permitted Accounts 4

Name - Account Type Assigned
Add...

Admin04 Computar
Administrator User
Hansz Worst User
Jos Haarbos User

Authentication Policy ?

®) Use a single policy for all principals that belong to this authentication policy silo.

- o PR 't AU 't . " -t - n

| More Information .
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es and Silos

User Eale

Specify a Ticket Granting Ticket lifetime for user accounts.
Ticket Granting Ticket Lifetime (minutes): = | 600

Specify access control conditions that restrict devices that can request a Ticket Granting Ticket for the user accounts
assigned to this policy.

Mote: NTLM authentication cannot be restricked by access control conditions. Users should be memebers of the
Protected Users group, which does not allow NTLM.

Click Edit to define the conditions.

Member of any(((W8-CONTOSOW15-WBT\WWS_CONTOSOW1$)]) Edit...

Click Edit to define the conditions.
All Resources Edit...

Other user

Your account is configured to prevent you from
using this PC. Please try another PC.




Credential Verifiers

= Windows caches AD credentials locally
= Used when DC is unavailable

= Defaults: 25 on servers, 10 on clients

= AKA MS-CACHE and MS-CACHE v2
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MS-CACHE Algorlthm (XP)

- |Password

UTF-16] NT Hashi [Login

Password
Concat|—>|MD4}—>| et




MS-CACHE v2 Algorithm (Vlsta+)

Password| NT Hash MS-CACHE

!
UTF-16

Password
Verifier

1

PBKDFZ
(HMAC-SHAT,
10240)

MD4

Concat
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Configuring Credential Cache

File  Action Miew Help

o HEXE = HE

=] Local Computer Policy M
4 (& Computer Configuration
|| Software Settings
4 || Windows Settings
i || Mame Resolution Policy
\=] Scnipts (Startup/Shutdown)
& = Deployed Printers
4 i Security Settings
i+ & Account Policies
4 g Local Policies
i+ [ Audit Policy
I | User Rights Assignrr
__a Security Options
b | Windows Firewall with
| Network List Manager F
i || Public Key Policies
i || Software Restriction Pol
1> || Application Control Pol
= g IP Security Policies an L w
>

Policy

1] Interactive logon: Machine account lockout threshold
1| Interactive logon: Machine inactivity limit
1] Interactive logon: Message text for users attempting to log on

1] Interactive logon: Message title for users attempting to log on

Interactive logon: Mumber of previous logons to cache (in case domain controlle...

1] Interactive logon: Prompt user to change password before expiration

11| Interactive logon: Require Domain Controller authentication to unlock workstation

15| Interactive logon: Require smart card

1| Interactive logon: Smart card removal behavior

1] Microsoft network client: Digitally sign communications (always)

1| Microsoft network client: Digitally sign communications (if server agrees)

17z Microsoft network client: Send unencrypted password to third-party SMB servers
1) Microsoft network server; Amount of idle time required before suspending session
1] Microsoft network server: Attempt S4U25elf to obtain claim information

15 Microsoft network server: Digitally sign communications (always)

s Microsoft network server: Digitally sign communications (if client agrees)

[ Microsoft network server: Disconnect clients when loaon hours expire

L4

Security Setting *

Mot Defined
Mot Defined

10 logons
5 days
Disabled
Disabled
Mo Action
Dizabled
Enabled
Disabled
15 minutes
Mot Defined
Disabled
Disabled
Enabled
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Credentials Lifecycle / Attack Vectors

Authoritative
store

External ) Use/Cache In transit on
Sign-on
network

storage on client
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Using the Hash/Key/Ticket




DEMO

Passing the NT hash using Mimikatz
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Golden Ticket

kerberos::golden
/domain:chocolate.local
/sid:S-1-5-21-130452501-2365100805-3685010670

[aes256:15540cac73e94028231ef86631bcd47bd5¢c827847ade468d
6f6f739eb00c68e42

[user:srvcharly$

/id:1001

/groups:513,1107
[ticket:fake _utilisateur.kirbi
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Proactive Measures

= Disable NTLM Authentication

» Disable Kerberos RC4-HMAC

* Implement Smartcard Authentication
= Unique local Administrator passwords

* Logon restrictions with new well-known SIDs
— NT AUTHORITY\Local account
— NT AUTHORITY\Local account and member of Administrators

group
— KB2871997 required on Windows 7 and 8

= Firewalls
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B

Steve Winfield Properties

kember OF I Chal-in I E nwironment | Seszionz

Remote control | Remote Desktop Services Prafile I COk +

General | Address | Account | Profile I Telephones | Crganization

I zer logon name:

| Steve | | (A datum. com W |

IJzer logon name [prewindows 2000);
|ADATUMY | [Steve |

| Logon Hours... || Log On To... |

[ ] Unlack account

Account options:

[ ] Use Kerberos DES encipption types for this account ~
[ This account supparts Kerberos AES 128 bit encryption.
[ This account supports Kerberos AES 256 bit encryption.
[] Do not require Kerberos preauthentication v

Arccount expines
® Never

() End of; Sunday . December 28, 2014 E |

| 0k || Cancel | Apply

Strengthening Kerberos Security

Network security: Configure encryption types allo.. _

Security Policy Setting | E xplain |

iﬁ' Metwork, zecunty: Configure encrpphion twpes allowed for Kerberos

=l L

Define theze palicy settings
DES_CBC_CRC ~
DES_CBC_MDA
RC4_HMaAC_MD5 =
AEST28 HMALC SHAT
AESZRE_HMALC_SHAT hd

ak. | | Cancel | | Apply
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PtH Mitigation Strategies




Planning for compromise

= |dentify all high-value assets
= Protect against known and unknown threats

= Detect PtH and related attacks
» Respond to suspicious activity

= Recover from a breach ‘

o
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NIST Framework for Improving
Critical Infrastructure Cybersecurity

mp KA
Executive Level
_— Focus: Organizational Risk
I 1 Actions: Risk Decision and Priorities
Changes in \ B‘,‘,?;:‘:::; t F ’/ Mission Priority

Current and Level 'T and Risk Appetite
Future Risk . . and Budget
Focus: Critical Infrastructure Risk
‘ Management
Actions: Selects Profile, Allocates
Budget
—.
—
|
=
Implementation '
Progress Framework

Changes in Assets, Profile

Vulnerability and “5"y Implementation/
Threat ' | Operations
W Level

Focus: Securing Critical Infrastructure
Actions: Implements Profile
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NIST Framework for Improving

Critical Infrastructure Cybersecurity
Categories Subcategories Informative References

IDENTIFY

PROTECT

RESPOND

RECOVER
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PtH Detection
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Attack Graph
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ATT ER

GET CREDEMTIALS

Malicious tactics such as social engineening
and phishing schemes ane used to trick
personned and obrtin cedertials for
netwark access. Miast organiztions do
not remgnize when attaders are already
within the netsork and have acoess to
information such as emaiks, confidential
documerts and ather inteliectual property:

g

g

GET DATA

The attack doesn't stop there. Attackers
look for the next set of credentiaks

with elevated permissions 1D acoess
servers Once slevated credentiak are
obtained and servers ane compromised,
organzatiors nsk iosing revenue, brand

I
5

GET COMTROL

The uitimate goal of the attackers may be:
o gain acoess bo the domain controliers,
the central ciearing hub for all medentals

Tech-Ed
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Events

= Authentication
— Success
— Fallure

= Replication Traffic
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Audit Process Creation

Eile  Action View Help

= 2E = HE

=] Local Computer Policy Subcategory Audit Events
5] Audit DPAPI Activity Mot Configured
Audit Process Creation Success

%] Audit Process Termination Mot Configured
5| Audit RPC Events Mot Configured

4 i Computer Configuration
i [ Software Settings
4 || Windows Settings
i | ] Name Resolution Policy
l=l| Scripts (Startup/Shutdown)
[- = Deployed Printers
4 i; Security Settings
i [ Account Policies
i [ g Local Policies
B[] Windows Firewall with Advanced Security
[ | Metwork List Manager Policies
i [ | Public Key Policies
b || Software Restriction Policies
| Application Control Policies
= @ IP Security Policies on Local Computer
4 || Advanced Audit Policy Configuration
4 ﬂ.ﬂ Systern Audit Policies - Local Group Pelicy Obje
[ E:fﬂ Account Legon
[ E:fﬂ Account Management
[ E:fﬂ Detailed Tracking

e - .
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Audit Process Creation

File Action View Help

e 5= BHEl T

Local Computer Pelicy
i Computer Configuration
b [ Software Settings
b [ Windows Settings
4 || Administrative Templates
= || Control Panel
b 7] Network
| Printers
] Server
| Start Menu and Taskbar
4 || System
| Access-Denied Assistance
| Audit Process Creation
| Credentials Delegation

Setting State

\iz| Include command line in process creation events Mot configured

L4

Bxtended }g\Standard f
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Audit Process Creation

i General | Detai|s|

A new process has been created.

Subject:

Security [D: MIMIAMichael
Account Mame: Michael
Account Domain: M)A

Legon ID: OxSDVET

Process Information:
Mew Process ID: Oxa2d
Mew Process Name: ChA\Windows\System32\gpupdate.exe
Token Elevation Type: TokenElevationTypelimited (3)
Creator Process [D: 0x1033
Process Command Line:  "CA\Windows\systern32\gpupdate.exe” /force

Log Mame: Security

Source: Microsoft Windows security  Logged: 5/18/2015 165503
Event I 4688 Task Category: Process Creaticn
Level: Information Keywords: Audit Success
User MSA Computer: Minja

OpCode: Info

Maore Information:  Event Log Online Help
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Reactive Measures

= Change account passwords

= Reset computer account passwords

= Disable+Enable smartcard-enforced accounts
» Reset KRBTGT account

* Implement countermeasures
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Windows 10

3 e
R
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New Challenges Require a New Platform

£7 Windows 7 BR Windows10

Passwords theft Identity A viable alternative Windows Hello
protection

to passwords arrives
Easy and cost effective

multi-factor Microsoft Passport

A common solution everyone

increasingly successful

Multi-factor solutions
too complex

Disk encryption Disk encryption '
difficult to deploy Dat? " increasingly enabled OOB 3ItLOC|<er
rotection : .
Use of 3™ party P DLP in Windows, better — . ‘
solutions DLP it A amel e -nterprise Data Protection
Rate of new malware
300K's+ malware :
threat d
new threats per day ;r:s'}i?;nce irrreelng\rl?ter ay Device Guard
No way for AV : :
to keeb U Lock down Window to Windows Defender
pup only run trusted apps
Unable to maintain . Hardware protects

Hardware

Malware tampers with
defenses and hides

L TPM 2.0, Virtualization




Hypervisor Code Integrity (HVCI) protected by VSM

Apps

2o s 2

=V E Q %

e — > Qo

v o — =

v ) o —

© e _E O o

05 = E\'g

gz | > S
Virtual Secure Mode (VSM) Windows

Hardware



Enables a Windows desktop to be
locked down to only run trusted apps,
just like many mobile OS's (e.g.:
Windows Phone)

DEVICE GUARD
Untrusted apps and executables such

Hardware Rooted as malware are unable to run
App Control

Resistant to tampering by an
administrator or malware

Requires devices specially configured
by either the OEM or IT




DEVICE GUARD

Getting Apps into
the Circle of Trust

Supports all apps including Universal
and Desktop (Win32)

Trusted apps can be created by IHV,
ISV, and Organizations using a
Microsoft provided signing service

Apps must be specially signed using
the Microsoft signing service. No
additional modification is required

Signing service will be made available
to OEM’s, IHV, ISV's, and Enterprises



MICROSOFT PASSPORT

USER CREDENTIAL

@@

YOUR DEVICE IS ONE OF 4 ‘

THE FACTORS An asymmetrical key pair

Provisioned via PKI or created
locally via Windows 10

SECURED BY
HARDWARE




Hello Chris

WINDOWS @

HELLO

Fingerprint



Gold partner: Generalni partner:

@) coras @) paquas gFi Microsoft a m

Pass-the-Hash Attacks

18. - 21. kvetna 2015

Michael Grafnetter TQChoEd

www.dsinternals.com DevCon ::




Aktualni a navazujici kurzy sledujte na www.gopas.cz
DAREK PRO VAS!

Vyplrite dotaznikové hodnoceni a... ...Ziskejte tricko TechEd-DevCon 2015!

TechEd party? Budte The Best IT Pro
Billiard klub Harlequin Praha, 20.5.2015 nebo The Best Developer

@9 coras ) baquas JF Microsoft TochEd

#
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