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Agenda

= About PowerShell 4

= PowerShell ISE 4

= New Syntax

» Desired State Configuration
= New Cmdlets
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Where to get It

= Built-in
— Windows 10 Preview
= Windows Management Framework 5.0 Preview April 2015
— Windows Server 2012 R2
— Windows 8.1 Pro
— Windows 8.1 Enterprise
— Windows Server 2012
— Windows 7 SP1
— Windows Server 2008 R2 SP1
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Installing PowerShell 5

£ Download and Install Updates

@ Read these license terms (1 of 1)

¥ou need to accept the license terms before installing updates.

Update for Windows (KB3055381)

MICROSOFT PRE-RELEASE SOFTWARE LICEMSE TERI"-"ISl P
MICROSOFT WINDOWS MAMAGEMEMT FRAMEWORE 5.0 PREVIEW

These license terms are an agreement bebween Microsoft Corporation {or based on where you
live, one of its affiliates) and you. Please read them. They apply to the pre-release software
named above, which includes the media on which you received it, i any, The kerms also apply

ko any Microsoft

* updates,

* supplements,

* Internet-based services, and
* suppork services

For this saftware, unless other terms accompany those ikems. IF so, those terms apply.
By using the software, wou accept these kerms, IF wou do not accepk them, do not use the
software, W

Printable version I Decline I Accept Cancel
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Checking PowerShell Version

PS C:\> $PSversionTable

PSvVersion

wsSMansStackversion
Serializationversion

CLRVersion 30319 34003
Buil ldversion .10105.0

PSCompatibleversions : 2.0, 3.0, 4.0...
PSRemotingProtocolversion

.0
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Known incompatibilities

= System Center 2012 Configuration Manager (without SP1)
= Windows Small Business Server 2011 Standard
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Missing Documentation

Administrator: Windows Powershell

PS C:\Windows\system32> Update-Help
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BLACK is BACK!

E Administrator: Windows Powershell

Nindows PowersShe _ _
Copyright (C) 2015 Microsoft Corporation.

PS C:\Windows\system32>

PS C:\Windows\system32>
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Windows 10 Command Line

X EY "Windows PowerShell” Properties

EY "Windows PowerShell” Properties

Options | Font | Layout | Colors
Cursar Size Command History
' Small Buffer Size: 50 =5
() Medium _ -
() Lasge MNumber of Buffers: 4 =
[ ] Discard Old Duplicates
Edit Options

Quick Edit Mode

[#] Insert Mode

Enable Ctd key shortcuts

[ Fitter clipboard cortents on paste!

Teat Selection
Enable line wrapping selection
Extended text selection keys

Cument code page
437 (DEM - United States)

[ ] Use legacy console {requires relaunch)

Find out more about new console features

@) coras }) baquas F Microsoft

Options | Font

Screen Buffer Size
Width: 0]
Height: 300

4k

LI

[ ] Wrap test output on resize
Window Size

Width: 42
Height: 20

L LN I

Window Paosition

Left:

—_

[ ]
2%

4k

(=]
(]
LI

Top:
Let system position window

Layout | Colors

Window Preview

EY "Windows PowerShell" Properties X

Options | Fort | Layout = Colors

Selected Color Values

() Screen Tex

i Bed: 0 =
() Popup Text Green: 0 =
() Popup Background Blue: 0

OO R IR

Selected Screen Colors

C:\WINDOWS> dir

SYSTEM

CWYSTEMI?

<DIR>

<NTR

Selected Popup Calars

C:\WINDOWS> dir

SYSTEM <DIR> 10-0:
CVCTEM2? ~NTR=~ 1N=N-
Opacity

0 100%

o
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ISE Remote Debugging

=) Administrator: Windows PowerShell ISE
File Edit View Tools Debug Add-ons Help

D& B 4 B X » B | @ | 8| Boo & o

PowerShell 1 | paulhig-1 X |

| [Remote File] MyScript.ps1 [Read Only] X

L1

1 ##

2 ## Test remote script

3 ##

4

5 $processes Get-Process

6 foreach (Sproc in $processes)
8 it ( (Sproc.Modules) ModuleName "System.Management. Automation®" )
=
10
11 }
12 |}
13

[paulhig-1]: PS C:\> PSEdit .\MyScript.psl

[paulhig-1]: PS C:\> C:\MyScript.psl
Hit Line breakpoint on "C:\MyScript.psl:10"
[paulhig-1]: [DBG]: PS C:%\>>
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Advanced Debugging

= Attach to process

— Enter-PSHostProcess
— Exit-PSHostProcess

= Break All
— Console: Ctrl+Break
— ISE: Ctrl+B or Debug->Break All
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Cortana and ISE

g Windows PowerShell
Windows application

B8 My stuff

powershel‘ Windows 10 Pro Insider Preview
Evaluation copy. Build 10074

0:34
5/20/2015

@) coras ) paquas g Microsoft nl Evc“o'.:E‘;

% 51 ) E ENG




ontext Menu

Open
Run with PowerShell

Edit

Open with...

Share with

Restore previous versions
Send to

Cut

Copy

Create shortcut
Delete

Rename

Properties
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Windows 10 Pro Insider Preview
Evaluation copy. Build 10074
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PowerShell Transcription

& Turn on PowerShell Transcription H X

E} Turn on PowerShell Transcription o e Rl

() Mot Configured Comment:

(@) Enabled
(0 Disabled
Supported ON: | At east Microsoft Windows 7 or Windows Server 2008 family
Cptions: Help:
Transcript cutput directory -
’ This policy setting lets you capture the input and cutput of
ChTranscript

Windows PowerShell commands into text-based transcripts.

[ ] Include invecation headers: If you enable this policy setting, Windows PowerShell will

enable transcripting for Windows PowerShell, the Windows
PowerShell ISE, and any other

applications that leverage the Windows PowerShell engine.
By default, Windows PowerShell will record transcript cutput to
each users’ My Documents
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PowerShell Transcription

| E | = | Transcript

Home Share View v 9

“ S » This PC » Local Disk (C:) » Transcript w | () Search Transcript 0
Mame Date modified Type Size
| PowerShell_transcript. WIN-2C52798NNAL.CYTIRor3.20150518014726.64¢  5/18/2015 1:42 Text Document 63 KB
|| PowerShell_transcript. WIN-2C52798NNAI.R4x720vA.20150518015048. bt 5/18/2015 1:57 Text Document 136 KB
j PowerShell_transcript. WIN-2C52793NNAI RZ20vA.2015051801504...  — u X
File Edit Format View Help
PS5 C:\Users\winl@> get-serwvice ﬁ
Status  Name Displayhame
Stopped AlJRouter AlllJoyn Router Service
Stopped ALG Application Layer Gateway Serwvice
W
L4 >
2items 1 item selected L ——= H=:| e
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PowerShell Script Block Logging

A Turn on PowerShell Script Block Logging L] X
E} Turn on PowerShell Script Block Logging R Mext Setting
() Net Configured Comment:
(® Enakled
() Disabled

Supperted en: | At Jeast Microsoft Windows 7 or Windows Server 2008 family
Cpticns: Help:

~

Leg script bleck invecation start / stop events:
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This policy setting enables logging of all PowerShell script
input to the Microsoft-Windows-PowerShell/Operational event
leg. If you enable this peolicy setting,

Windows PowerShell will log the processing of commands,
script blocks, functions, and scripts - whether invoked
interactively, or through automation.
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PowerShell Script Block Logging

@ Event Properties - Event 4104, PowerShell (Microsoft-Windows-PowerShell)

Creating Scriptblock text (1 of 1):
get-process

ScriptBlock 1D: 783fb1fd-da75-44cc-b1d9-4b2c262b98bE

Log Mame: Microsoft-Windows-PowerShell/Operational

Source: PowerShell (Microsoft-Wind Logged: 51872015 2:12:50

Event ID: 4104 Task Category: Execute a Remote Command
Level: Verbose Eeywaords: Mone

User: WIN-2C52798MNMARWINI0  Computer: WIN-2C52TI8MMAI

OpCode: On create calls

Mare Information:  Event Log Online Help

Copy Close
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Symlink and Hardlink Support

= New-Item -ltemType SymbolicLink -Name MySymLIinkDir
-Target $pshome

* New-Item -ltemType HardLink -Path C:\Temp
-Name MyHardLinkFile.txt -Value $pshome\profile.psil

* New-Iltem -ltemType Junction
-Path C:\Temp\MyJunctionDir -Value $pshome

= Get-Childitem
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Managing .ZIP Files

= Compress-Archive
-Path] <String[]>
-DestinationPath] <String>

-CompressionLevel
<Microsoft.PowerShell. Commands.CompressionlLevel>]

[-Update]

= Expand-Archive
[-Path] <String>
[-DestinationPath] <String>
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New-TemporaryFile

PS C:\> $tmp = New-TemporaryFile

PS C:\> $tmp.FullName
C:\Users\administrator.ADATUM\AppData\Local\Temp\tmp48FB. tmp

PS C:\> S$tmp.Exists
True

PS C:\> $tmp = [System.IO.Path]::GetTempFileName()

PS C:\> $tmp
C:\Users\administrator.ADATUM\AppData\Local\Temp\tmpE868. tmp
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Recursion Depth

PS C:\Users\Administrator> Get-ChildItem -Recurse -Depth 1
Directory: C:\Users\Administrator

LastwWriteTime Length Name

10/7/2013 : Contacts

10/7/2013 : Desktop

10/7/2013 : Documents

10/7/2013 : Downloads
[ | [ | " L -
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Clipboard Manipulation

PS C:\> Get-Clipboard -Format Image

Tag :

PhysicalDimension : {Width=871, Height=321}

Size : {Width=871, Height=321}

width : 871

Height : 321

HorizontalResolution : 96

VerticalResolution : 96

Flags : 335888

RawFormat : [ImageFormat: b96b3caa-0728-11d3-9d7b-0000f81lef32e]
PixelFormat : Format32bppRgb

Palette : System.Drawing.Imaging.ColorPalette
FrameDimensionsList : {7462dc86-6180-4c7e-8e3f-ee7333a7a483}
PropertyIdList :

PropertyItems : == Audio

«= FileDroplList
= Image

PS C:\> Get-Clipboard -Format
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New-Guid

PS C:\> New-Guid

Guid

de31t4bd-7279-4193-950d-cf77al1502141

PS C:\> [guid]::NewGuid()

Guid

7/b6286e3-9111-44c6-83ed-6d88415fc7ch
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Convert-String

PS C:\> "Lee Holmes"”, "Steve Lee", "Jeffrey Snover" |
Convert-String -Example @{Before = 'B111 Gates'; After = 'Gates, B.'}

Holmes, L.

Lee, S.
Snover, J.

| N
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ConvertFrom-String

>> Get-Content .\addresses.output.txt ConvertFrom-String
.\addresses.template.txt |
>>> Format-Table

ExtentText Name City

Ana Trujillo... Ana Trujillo Redmond
Antonio Moreno... Antonio Moreno Renton
Thomas Hardy... Thomas Hardy Seattle
Christina Berglund... Christina Berglund Redmond
Hanna Moos... Hanna Moos Puyallup
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FlashExtract: A Framework for Data Extraction by Examples
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Microsoft Research FlashExtract
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Warning

= Convert-String
= ConvertFrom-String
= ConvertFrom-StringData
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Format-Hex

PS C:\> "hello world™ | Format-Hex

8 1 2 3 4 5 6 7 8 9 A B C D E F

BB0BeBoe 68 65 6C 6C 6F 208 77 6F 72 6C b4 hello world

PS5 C:\> Format-Hex -Path 'C:\Users\slee\Downloads\D5P1889 1 1 1.doc’

Path: C:\Users\slee\Downloads\D5P1869 1 1 1.doc
g 1 2 3 4 5 66 7 8 9 A B C D E F

Pdeebeeed D CF 11 EG Al B1 1A E1 60 00 68 68 B8 B8 B8 66
PE00BE1e B0 60 6D 0B B0 Bo 68 0V 3E V8 83 88 FE FF 99 066
PE00BB28 ©6 60 6D 0B B0 VO B 0P 00 PO VO BB BE B 0O 06
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Cryptographic Cmdlets (CMS - RFC5652)

» Get-CmsMessage [-Path] <string>

» Protect-CmsMessage [-To] <CmsMessageRecipient[]>
[-Content] <string> [[-OutFile] <string>]

» Unprotect-CmsMessage [-Content] <string>
[[-To] <CmsMessageRecipient[]>] [-IncludeContext]
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Cryptographic Cmdlets

186 [C:\temp]

| Protect-CmsMessage

MITIBgAYJKoZ ThvcNAQcDoI IBmTCCAZUCAQAXggFOMI IBTAIBADAGMCAxH AcBgNVBAMMFIx1ZWhv
bG1AbW1 jcm9zb2Z0L mNvbQIQQYHsbcXnjIICHH+OhGmc1DANBgkghk i GOWOBAQCWAASCAQANKFHM
prolnFydgeFGTyNmxH3yeoPvwEYzdnsoVqqDPAdBD3wao77z70hJEXwz9GeFLnxDed KV /tFAPXR
E27aduKSLbnxfpf/sepZ4fUkuGibnwhWFrxGE3B1G26MCenHW]YQigv+Ng32Gc97qEAERrhLv654R
G+2dJEnesW8A+z9QPo+DwYUSFzDOTdBExrkswVYckpLNR6]j17Yaags31tNVmbdEXekhiePs2MLMP
TS0791v2 L 0KeXFGUPOrdzPAWCKVOVNEQTEBeDNZGrjv/5766bM3GW34FXApod9u+VSFpBngVOCBA
DVDraAb6k+xwBte6cVEA0HLkhOkTO25 IHMDWGCSqGSIb3DQEHATABE 1l ghkgBZQMEASOEEIb]JaiR1l
KMnBoD1dkb/FzSWAEBalL8xkFwCuBelZtDj7nS]c=

188 [C:\temp]
»>» $protected | Unprotect-CmsMessage
Hello World
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OData Utills

$uri =
"http://services.odata.org/V3/(S(readwrite))/OData/OData.svc/"

Export-ODataEndpointProxy -Uri $uri -OutputModule \Service
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Web Services in PowerShell
= SOAP /| XML Web Services
— New-WebServiceProxy

= OASIS OData
— Export-ODataEndpointProxy

= Generic REST
— Invoke-RestMethod

= Generic HTTP
— Invoke-WebReqguest
— ConvertFrom-Json
— ConvertTo-Json
— Select-Xml
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OneGet

Providers Chocolatey

OneGet Core API

PowerShell

PS> Import-Module OneGet
PS> Install-Package Notepad2
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Installing from GitHub

1l #(loc.Caption) = =

B‘ OneGet Experimental Build
1.15.122.18327

Success!
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PowerShellGet

PowerShellGet commands
(Find-, Install-, Update- and Publish-Module,
and Get-, Set-, Register- and Unregister-PSRepository)

OneGet commands
(Get-, Find-, Install-, Uninstall- and Save-Package,
Get-PackageProvider, and Get-, Set-, Register- and Unregister-
PackageSource)

OneGet Core

PowerShellGet
PSModule
Provider

NuGet Chocolatey
Provider Provider
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PowerShellGet Gallery

e EX nitps://msconfiggalle.. © = @ & || BY PowerShell Resource Galler... T %07

This gallery is under limited preview and for demonstration purposes only. ~

PowerShell Resource Gallery ™

Poshoholic | Sign out

Packages  Upload Package  Statistics

What is PowerShell Resource Gallery?

The PowerShell Resource Gallery is the central package repository for sharing and consuming PowerShell Modules, which include PowerShell Desired State
Configuration (D5C) Resources.

Using the PowerShell Resource Gallery

Before interacting with the PowerShell Resource Gallery, you must first install the PowerShellGet module. PowerShellGet comes with the Windows
Management Framework (WMF) 5.0 Preview. Once the WMF Preview is installed, you will be able to use the following crdlets from the PowerShellGet Module:

» Find-Module

«» Install-Module
* Publish-Module
+ Update-Module

‘Want to know more about how to use PowerShellGet? Click here or run Update-Help -Module PowerShellGet.

Install Windows Management Framework 5.0 Preview @

Unique Packages Total Package Downloads Total Packages

88 8,351 166
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SxS Module Version

PS C:'windows\system32> Get-Module -ListAvailable -Name ContosoServer | Format-List
Name,Version,ModuleBase

Mame ContosoServer

version 2.0

ModuleBase : C:\Program Files‘\WindowsPowerShel l'\Modules\ContosoServer’2.0

Mame ContosoServer

version 1.0

ModuleBase : C:\Program Files‘\WindowsPowerShel l'\Modules\ContosoServeri1.0
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Switch Management

Function
Function
Function
Function
Function
Function
Function
Function
Function
Function
Function
Function
Function
Function
Function
Function
Function
Function
Function
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Name

Di1sable-NetworkSwitchEthernetPort
Disable-Network5switchFeature
Disable-NetworkSwitchyvlan
Enable-Network5switchEthernetPort
Enable-NetworkSwitchFeature
Enable-Networkswitchvlan
Get-NetworkSwitchEthernetPort
Get-NetworkSwitchFeature
Get-NetworkSwitchGlobalData
Get-NetworkSwitchvlan
New-NetworkSwitchvlan
Remove-Network5SwitchEthernetPortIPAddress
Remove-NetworkSwitchvlan
Restore-NetworkSwitchConfiguration
Save-NetworkSwitchConfiguration
Set-NetworkSwitchEthernetPortIPAddress
set-NetworkSwitchPortMode
Set-NetworkSwitchPortProperty
Set-NetworkSwitchv]anPropert

Microsoft

MetworkSwitch
MetworkSwitch
MetworkSwitch
MetworkSwitch
MetworkSwitch
Metwor kSwitch
MetworkSwitch
NetworkSwitch
MetworkSwitch
NetworkSwitch
MetworkSwitch
NetworkSwitch
MetworkSwitch
MetworkSwitch
MetworkSwitch
MetworkSwitch
MetworkSwitch
MetworkSwitch
MetworkSwitch




Switch Management

= New-CimSessionOption -UseSs1 -SkipCACheck -SkipCHCheck -5kipRevocationCheck
= New-CimSession -CN -port 5986 -Auth Basi1c -Credential admin -SessionOption

Get-NetworkSwitchFeature -CimSession
ElementName InstancelD FeatureMName IsEnabled P5ComputerhName

Arista:Feature:
Arista:Feature:
Arista:Feature:
Arista:Feature:
Arista:Feature:
Arista:Feature:
Arista:Feature:
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Switch Management

Get-NetworkSwitchEthernetPort -CimSession

PortNumber, EnabledState

InstancelID ElementName

Ethernetl
Ethernet?
Ethernet3

. Managementl

MaxSpeed

1410065408
1410065408
1410065408
1410065408

| Format-Table InstanceID, ElementName, MaxSpeed,

PortNumber Enabled5tate

Disable-NetworkSwitchEthernetPort -PortNumber 3 -CimSession

ReturnValue Job
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Custom Enums and Classes

enum Color class Dog : Pet
{ {
Green Dog([string] $Name) : base($Name)
Red {
Blue }
}
[string] Greet()
{
return 'Bark’
}

}
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