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Active Directory

Eile  Action Yiew Help

e rE 8| XE BHE PaETE%R

1 Active Directory Users and Computers
B Sawved Queries
4 ';'gﬂ Adaturn.com
| Builtin
| Computers
2 Development

2| Dornain Contrallers
I || ForeignSecurityPrincipals

Fallli
| Managed Service Accounts

b 2 Fanagers
B2 Marketing
i 2| Research

o Sales
] Users

Marme

L Anr Zaki
&.ﬂ.pril Feagan

‘ Erad Sutton

& Chad Miswonger
2 Danielle Tiedt
& Don Funk

& Francisco Chaves
& Godwell Khosa
& Holly Dickson
ST

&Jesper Herp
&Jnrgen Rahgek

2 luha-Pekka Pasti

Type Description
User

dser

User
User
User
User
User
User
security Group - Un...
User
User

ser
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Active Directory Architecture

RIINN 1L,

Domain
Controller

Interfaces LD'AF, REPL, MAPI, SAM

Mtdsa.dll

Database Laver

|
ESE (Esent.dll m

Database
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Active Directory Data Store

Active Directory
Data Store Files

NTD=.DIT RESL.LOG
Data File Data || Link S0
Table Table Table RESZ LG
LogFile EDB.LDG ECBOOOL.LOG
Checkpoint EDBE . CHE ECBOOOZ.LOG
File | =
-'\L ECBOOOS . LG
g
Domain
Controller
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Feserve Log
Files

Additional
Log Files
(A5 Mecessary)
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Dsamain

v Administrator: Command Prompt M[=]

»dsamain —dbpath C:~5SHAP_2PR8A3868849 _VOLUMECS“Windows“NIDSsntds .dit —ld.a]:npuE
B389
EUENTLOG <{Informational>: WIDE General ~ Service Control : 1880

Hicrosoft Active Directory Domainmn Services startup complete,. version 6.8.608081 .18

EUENTLOG ¢Informationald: NIDS General / Service Control : 1084 Srenae Elirscieny S5 -

Active Directory Domain Services was shut down successfully.

Current Directary Server:

Cindo
LOM-DC1. Adatum. com

Change to:
() Ay writable Domain Contraller

(®) Thiz Domain Contraller or A0 LDS instance

Mame Site DC Tepe DCYerzion  Status

-LDN-DE1.Adatum.cnm Default-Firgt-Site-Mame  GC Windows...  Online

[ ] Sawve thiz getting for the curent conzale

k. | | Cancel | | Help |
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Veeam Explorer for Active Directory

L' Yeeam Explorer for Microsoft Active Directory

?
E=d Haorme

L = [} : AL
- = ta % %5
Add Rernowe Export Export Restore

Databasze Database Container = Ohbjects -

4 l'_?-éDatabases
4 F3fijilocal
| Computers
| Deleted Ohjects
= | Domain Controllers
| FareignSecurityPrincipals
| Managed Service Accounts
=  Microsoft Exchange Security Groups
| Prograrn Data
| Systern
o | Tests

4
4
4
4

" Users

EEEEEREFREEEEEERERERE

Load cormpleted

Container = Ohbjects -

gﬂw

|

Compare with
Production

By

Restare

Search Microsoft Exchange Security Groups

Marme

Cormpliance Management
Delegated Setup

Discovery Managernent
Exchange Servers

Exchange Trusted Subaystern
Exchange Windows Permissions
Exchangelegacylnterop
Help Desk

Hygiene Management
Organization Managerment
Public Falder Management
Recipient Managerment
Records Managerment
Server Management

Uk Managerment

Wiew-Only Organization Management

T

Usze LOAP
Filter

Type Status
graup
graup
graup
graup
graup
group
group
graup
graup

AFOLn

== =

Q

Description

This role group will allowe 2 specified user, responsible for compliz
fernbers of this management role group hawe permissions to ins
fermbers of this managernent role group can perform searches o
This group contains all the Exchange servers, This group shouldn'
This group contains Exchange servers that run Exchange cmdlets

This group contains Exchange servers that run Exchange cmdlets

This group is for interoperability with Exchange 2003 servers withi
Mernbers of this management role group can view and manage t
Mernbers of this management role group can manage Exchange :

hdermhers of this managerment role group have permissions to mz

&= | Export to Desktop
&= | Export to.,,
aﬂ %&stare to fiji.local

= | Restore to,.,

EE Carnpare...

Wiew attributes..,

ers of this rmanagernent role group can manage public folc
ers of this rmanagernent role group have rights to create, m
ers of this rmanagerment role group can configure cornpliar
ers of this rmanagerment role group hawve permissions to mz
ers of this rmanagement role group can manage Unified be

ers of this rmanagerment role group can wiew recipient and

16 objects found,
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Esent Workbench

= Esent Waorkbench =

Database 5chemna Tools Help

ST T | | (§ ntds.dit (34.0 MB) Max Browse Rows | 5002

4 {3 Schema ~

Database
I (3 Colurns
4 =9 Indexes Tables
4 'F DNT_index
=] DNT_cal
¥ Ancestors_index
=] Ancestors_col
¥ deltime_not_recycled_ind
=] time_col

¥ DRA_USN CREATED inde 2 | link_history table 15 8| 0| JET_TABLEID(0x92c03¢e0) | | Browse Data
=] NCDNT cal

=l atTg1210M g | link_table JET_TABLEID{0xS2c02a0) | Browse Data
=] ATTiSe0692

4 ¢ DRA_USN_CRITICAL inde 2| | quota_rebuild_progress_table JET_TABLEID(0x92c03¢0) | | Browse Data
= MCONT col v

* Mame Columns  Indexes Rows Id

datatable 1307 176 | 4266 | JET_TABLEID(0x82c0020) |E'-rowse Data

hiddentakle 12 0 1 [ JET_TABLEID{0x22c0220) |Erowse Data

quota_table JET_TABLEID0x82c02a0) | Browse Data

Schema Properties Il Descriptions sd_table JET_TABLEID(0x82c03e0) | Browse Data

4 Editable
Comment
4 Non-Editable sdproptable JET_TABLEID{0x82c03e0) |Erowse Data

sdpropcounttable JET_TABLEID|0xS2c0220) | Browse Data

MName .
Database Properties

bkinfoCopyPrev JET_BKIMFO[0-00ET_LGPOS(C0,0,00:) ET_BKLOGTIME{0:000:0:0:0:0m0:02:07)
bkinfoDiffPrev JET_BKINFO[0-0:0ET_LGPOS(00,0,0):) ET_BKLOGTIME{0:000:0:0:0:00:02¢0))
bkinfoFullCur JET BKINFOMO-0:)ET LGPOSICx0.0.00:)ET BKLOGTIMEMD:000:0:0:0:000: 00071

Source File ntdz.dit
Table Count

Verzion

CASWANTDS\Demos\Dumpintds.dit 81714 AM
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Datatable

- PDNT _ objectClass |sAMAccountName isDeleted

100
101
102

200
201
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50
100
100

50
200

contoso

Employees
Bob
John

Computers
PCO1

domain

ou
user
user

container
computer

bob
john

PCO1$

2c4871c894...
d70c62e716...

8bc50a4045...

false

false
false
false

false
false
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Partitions

DNT ___PDNT NCDNT ‘ 0BJ RDN | objectguid

Domain Partition

Configuration

5 ! 4 - FALSE Schema c0245e4c-0f09-4068-a778-196a86719439
1730 5 - FALSE User—Principal—lName c62ebecS-4fdb-43f6-9138-ffd1a073aeaf

Schema

3849 1788 1788 TRUE_ _child 42C7cf2d-ffc3-4e1d-9c18-a2f8782a%4a
Global Catalog | 382 | 389 | 38 | TRUE | Domain Controllers | 2f7249cf-a892-4568-af48-73b764da587d
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Schema

Action  Yiew  Fawvorites

Window  Help

d = H&E

| Console Root
E % Active Directory Scherna [LON

| Classes
| Artributes

Marme

EaccnuntE:{pires
EaccnuntHameHistnr‘_f
EaCSﬂ.ggregateTnkenH...
[#” aC3AllacableRSVPBan...

EaCECacheTimenut
EaCEDirectinn

[«” aCSDSEMDeadTime
[#” aCSDSBMPriority

[#” aCSDSBMRefresh

[#” aCSEnablefC SService

myntax

Large Integer/Intersal
Uricode String

Large Integer/Interyal
Large Integer/Interyal
Integqer

Integer

Integer

Integer

Integer

Boolean

£ ]

whatus
Active
Active
Actiee
Actiee
BActive
BActive
BActive
BActive
BArtive
BArtive
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Security Descriptors

Alfort Weronica Properties _

Published Certificates | Member Of I Pazzword Replization | Dial-in I Object
Femate Desktop Services Profile I COM+ | Attribute E ditar
General | Address I Account I Profile I T elephones I Organization

Secrity | E nvironment | Seszions I Remate control

Group or uzer names:

53 5vETEM ~
.% Drarmain Adming [A0DAT UMD omain Adming)

.% Cert Publizhers [ADATUM ert Publizhers)

}E) Enterprize ddming [BOAT LMYE nterprize ddming)

.Eé_, &5 and 145 Servers [ADATUMYRAS and 145 Serverz)

A sdminiztrators [S0ATUMYAdministrators)

.ﬂf,.-’-‘u:u:u:uunt Operatars [A0ATUMAzzount Operatars) w
| Add... | | Bemaove |
Permizzions for Administrators Allow Dy
Full contral O ] -~
Fead ] I:'
Wirike ]
Create all child objectz ]
[elete all child objects |:| ]
Allowed to authenticate ] "
] o /

Far special permizsions or advanced settings, click
Advanced. =

Qk | | Cancel Apply Help
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Linked Multivalued Attributes

Comain Users Properties _
Ohject I Security | Attribute Editor
General | Members | tember Of | tanaged By
Members:
M arne Active Directary Domain Services Falder f\
3_;, Aarer Ekelund  Adatum. com/S ales
3_;, Adam Bar Adatum. cormM arketing
3_;, Adminigtrator  Adaturn. com/Users
3_;, Aidan Delaney  Adatum.comdb anagers
3_;. Alan Steiner Adaturn. corm/t ark eting
3_;,, Aldiz Yilurns Adaturn. com/Developrent
3_,-, Alez Ruzicka  Adaturn.comdDeveloprent
3_;. Alew Darrow Adaturm. corndM arketing
3_;, Alexandre Sikva  Adatum.comt arketing
3_;, Alexei Eremen...  Adatum.com/Developrnent
3_;, Alfort &aron Adatum. com/D eveloprment
3_;, Alfort Azhanti Adaturn.comdt anagers
3_;. Alfart Beverley  Adatum. com/Developrment >
'l AMF ik Dpmm e e FOPC EN TRTCRCNCCR | m P L-.
< m >
Add.. Bemove
] | | Cancel Apply Help
: . FVF
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Aaren Ekelund Properties

I

Security | E nwironment | Seszions | R emote cantral

Femate Deszkiop Services Profile I COk+ | Attribute Editor

eneral | Address | Account | Prafile I Telephones | Organization

Fublizhed Certificates | Member OF | Fazzword Replication | Dial-in | Object

tember of:
M ame Active Directory Domain Services Folder
Dramain Users Adaturn, comdU sers
Sales Adatum, comdS ales
Add... Remove

Prirmary group: Dramain Ugers

There iz no need o change Primany group unless
you have Macintozh clientz or POSEE-compliant
applicationsz.

Set Primary Group

] | | Cancel Apply Help
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Linked Multivalued Attributes

le| backlink DNT | link DNT___| link_NCDNT
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Phantom Objects

|Child.contoso.lo: DNT PDNT | NCDNT 0B) RDN objectguid
5584 1788 s FALSE Users S

Phantom Object —#»( 5585 5584 - FALSE Dave de7c3334-6ba2-4c91-a988-0992269200ed
3567 2467 | 3849 TRUE | Administrators | f5893334-2ab6-4c91-b678-7880abced021

Operations Masters \L-
m Infrastructure

The infrastructure master ensures congistency of objects far inter-domain
operationz. Only one gerver in the domain performs this role.

Operations master;
|L|:|N-D|:1 Adaum. com |

To transfer the operations maszter role to the folloving
computer, click Chanige.

|L|:|N-D|:1 Adaturn. com |
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Hidden Table

= DC Object Link

= DC OS Version

» Highest Commited USN
= Epoch

= | ast Backu USN
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Query Optimization

.
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Query Performance Matters

P5 C:%= Measure-Command { Get-ADUser -Filter { TelephoneNumber -eq "609788135" | }

Days

Hours= :

M1nutes : 0

Sseconds : 11

Mi1liseconds : 540

Ticks » 1154011949

TotalDays r 000013 356620254620960
TotalHours : 0L.O003205538386111111
TotalMinutes : 0.192335331666667
TotalSeconds : 11.5401199
TotalMilliseconds : 11540.1199

PS5 C:= Measure-Command { Get-ADUser -Filter { Surname -eq 'Faki® } }

Days

Hours=

M1nutes

Seconds -

Mi1liseconds : 30

Ticks : 304094

TotalDays r 3.51960648148148E-07
TotalHours : B.44F05555555556E-06
TotalMinutes : . OODL06eRE23IZZIIZIZI
TotalSeconds : 0.0304094
TotalMilliseconds : 30.409%4

) .F . o
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Creating a Large AD Database

(%) File Action Miew Window Help
a5 zE E= H
® Performance EEX="ME X ¥FIEN=N=L N1

A [a fonitoring Tools
BB Performance Monitor
[ 3 Data Collector Sets

[+ :ﬁ Reports

200

150

100 n/\/wvm\/w\/\/\/\

50

. /\/\A/\ Mf , ,
10:53:40 PrA 10:54:10 PM 10:54:40 PM 105510 PRTRSE339 PM
Last 17.982  Awverage 11.019 Minirmurm 0.000  Maxirmurm 19.000  Duration 1:40
Showy Colar Scale Counter Instance Parent Object Computer
|7 — 1.0 % Processar Time _Total --- Processor Information WWLOM-DCY
[v S — Base searches/sec NTDS YLON-DCT
4 WLOM-DC
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Creating a L AD Database

[~ Resource Monitor = |0
Eile  donitar Help

‘Overview|cpu [ Mermany [ Disk | Metwork |
]

CPU [ 100 CPU Lisage [T 1008 Maximum Frequency ":/;\.Z' ~ >l Views
|:| Image PIC Description Status Threads CRU A\re?age CRU ~ CPU
|:| l5a3s,exe 520 Local Security Authority Process Running 27 39 37.87
|:| posershell_ise.exe 2704 Windows Powerihell ISE Running 19 25 2681
|:| Microsoft.AdiveDirectory W, 1408 Microsoft.bctive DirectonyWebServices Running 13 19 15,38 W
Disk B 1 ME/sec Disk /O B 22 Highest Active Time A
Image PID File Read [Bfsed] WMrite [Bfsed) Tafal [Bfsec] I/ Priority  Response Time .. ~
lsass.exe 520 CNIndowsyMNTD Shntds.dit 58,293 472,944 531,237 Mormal 1 _ 60 Seconds
sychostexe (LocalferviceMebwo,,, Sdd ChAindowsh System 3 2anwin e Logs\Security, evi 0 397,312 397,312 Marmal 1 = Disk 10M
[EEERR =3 520 CANIndows\NTDS\edb.log o) 382,976 382,976 Marmal o)
l33s5.exe8 520 CWindowstNTD Shedbtmp.log a 2489758 2489758 Mormal 2
[EEERR =3 520 CANIndows\NTDS\edb.log o) 243 664 243 664 Marmal 1
System 4 ChAIndowsh System 3 2awin et LogshSecurity, evix o) 76437 76437 Marmal 2
l33s5.exe8 520 CWindowsiWNTD Shedb.log a 75,971 75,971 Mormal o]
Systern 4 CANIndowesy System3 N confighs OFTWARE o) 71,163 71,163 Background 55
perfmon.exe 724 ChANindowsh System3gdiz2.dil 20450 o) 20450 Marmal o w

—— | = M etk 1al
Metwork ¥ & Mbps Metwark /O B 03 Hebwork Utilization €N i
Image FID Address Send (Bised) Receive [Bised) Tofal [Bised) |~
Microsoft.ActiveDirectonyWebServices..., 1405 LOM-CC 1 Adatum. com 147,570 140,914 288,454
powershell_ise, exe 2704 LOM-DC1 Adatum. cam 140,914 147,570 288,454 =
Microsoft.ActiveDirectoryWebServices,... 1406 L& M-DC 1 Adatum, com 53,651 58,426 112,077
lsass.exe 520 LoM-CoC1 Adatum. com 5,402 53,662 112,064
lsass.exe 520 LOM-DC 1 Adatum. cam 40 13 106
dns.exe 1464 LON-DC1.Adatum.com &8 21 89 Memary 100 Hard Fault
suchostexe [MebtworkService] 1005 aclda 23 o] 23 v
Memory B 1 Hard Faults/sec [T 822 Used Physical Memory "I\;f.ﬁ'

b
v < m >
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Active Directory Index Types

= Attribute Index

= Containerized Index (PDNT+Attribute)

* Tuple Index

= Subtree Index (Virtual List View Support)

@) coras }) baquas F Microsoft

sn Properties

B S

D escription: Surname
Commaon Marme Sumname
#.500 010 2544
Syntax and Fange

Syntas: IJnicade String
Miniriy m; 1

P aminnLy i; )

Thiz attribute iz single-valued.

Attribute iz active
Indesx this attribute
[ Jismbiguous Mame Resolution [AME
Beplicate thiz attribute to the Global Catalog
[ Atribute iz copied when duplicating a user

[ TIndex this attibute for containerzed searches

| ] | | Cancel | | Apply | | Help

®
DevCon ::




Tuple Index

"Active Dir"
"ctive Dire"
"tive Direc"
"ive Direct"
"ve Directo"
"e Director"
" Directory"
"Directory"
"Irectory"
"rectory”
‘ectory”
‘ctory”
"tory”

"ory"

@) coras }) baquas g Microsoft
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earchFlags Attribute

CN=Description Properties ﬂ m

Attribute Editor | Secuity |

Attributes:
Attiibute [ Value A
replPropertyMetaData  AtID Ver LocUSN Org.DSA
schemaFlagsEx 1
schemalDGUID bf367950-0de6-11d0-a285-005a003043e2
sDRightsE ffective 15

searchFlags 0x21 = [ INDEX | TUPLE_INDE?
showlnAdvancedvie., TRUE

structuralObectClass top; attrbuteSchema

subSchemaSubEntry  CN=Aggregate CN=Schema CN=Configuratic

systemFlags 0x10 = (SCHEMA_BASE_OBJECT )
systemOnly FALSE

uSNChanged 533972

uSNCreated 156

whenChanged 9/26/2012 12:39:48 AM Central Daylight Tir
whenCreated 271172008 11:37:09 AM Central Daylight Tin5
< | »
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Indexed Attributes

@) coras }) baquas g Microsoft

Name

Syntax

Description

common-Name
display-Name
given-Name
group-Type
IDAP-Display-Name
location

Mail

name

object-Guid

object-Sid

organizational-Unit-Name

SAM-Account-Name

service-Principal-Name

sID-History
surname
user-Account-Control

user-Principal-Name

Unicode String
Unicode String
Unicode String
Integer
Unicode String
Unicode String
Unicode String
Unicode string
Octet string
SID

Unicode string
Unicode string
Unicode string
SID

Unicode string
Integer

Unicode string

Common-Name
Display-Name
Given-Name
Group-Type
LDAP-Display-Name
Location
E-mail-Addresses
RDN

Object-Guid
Object-Sid

Organizational-Unit-Name

SAM-Account-Name
Service-Principal-Name
SID-History

Surname
User-Account-Control

User-Principal-Name

DevCon ::



ANR Queries

8

Descriptian: Surname

Cormmot M arme: Surnarne

A.500010: 2544
Syntax and Range

Syrtax: Unicode String

Mirirnum; 1

M airmuiri; B4

Thiz attribute iz single-valued.

Attribute iz active

[w] Index this attibute

Diﬁmbigunus I ame Fesalution [AMET

[w] Beplicate this attribute to the Global Catalog
[ ] Attribute is copied when duplicating a wser

[ ] Index this attribute for containenized searches
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Active Directory Diagnostics

YView Window Help

XEoE B PEaE

Type
Trace

@ Perfarmance Marme
A [i bonitoring Tools |ﬂ| MT Eernel
BB Performance Monitar Eﬂ] Active Directory Trace
E 3 Data Collector Sets F'erfcurmance Counter Performance Counter

= Eﬁ User Defined [aD Registry Configuration

4 :a Systemn
|? Sctive Directory Diagnu:ustiu:s|
0 Systern Diagnostics
7 Systern Performance

[ Cﬁ Reports

Tech-Ed
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Active Directory Diagnostics

LDAP Request Status Codes Top 4 of 4
Exit ID Result Requests/sec Response Time(ms) CPU%
4 Size Limit Exceeded 0.2 4 6.22F
0 Success 315 1 153
14 L) 31 0.00
32 Mo Such Object L) 3 0.00
| L{:\iquc Searches~ Top: 25 of 28
W
Response
Client Instance Scope Object Name Filter Name Index Status Visited Found Requests/sec Time(ms) CPU%
;’ﬁg}m"m’m’e NTDS deep [} (description="test") |DNT_index815955:N: 0 16248 1000 02 358 50
. ddds. . =)
[1?]8&;81? 4bfL:TbeX NTDS deep DC=temores,OC=org (description="test") |DNT_index815955:N; 0 16448 1000 0.0 3534 03
[feixk:cl&dd-%&bflﬂbe% NTDS one- ou=user,DC =temores,DC=org (description="test") DNT_Qe:c250224:N: 0 16449 1000 0.0 135 01
11):64372 level
[fe?&:cl?. b Toek NTDS O CN=Schems, CN=Configuration,CC=temores,DC=0org {TRUE) PONT_indexcON; 0 &7 56 00 51 00
11):64382 level
[lfle]egdgg Sbiliibae NTDS 'c::: CN=Schema,CN=Configuration,DC =temores,DC=org 1} 0 - o & 35 e
gfﬁsgdgg K TN NTDS f::' CN=Schema, CN=Configuration, CC =temores, DC=org 0 0 0 3 S 0 % A0
[;19]82;;3 4bf1:Toek NTDS f::‘ CN=Schema CN=Configuration, DC =temores, DC=org 0 0 0 1025 1024 0.0 % 00
llflelegigg ol NTDS "::‘ CN=Schema CN=Configuration, DC=temores, DC=org 1) 0 0 2049 2048 0.0 B 00
Elfle:g.‘:ggdd‘t&%fhme% NTDS ;:1,:' CN=Schema,CN=Configuration,DC =temores, DC=org 0 0 o 1281 1280 a0 2 00
. .. . &
;’mggd‘“&‘b"“m"’ NTDS M CN=Schema CN=Configuration, OC =temores,DC =org 0 0 0 2305 2304 0.0 19 00
. ddd& . %)
gle‘sgég AbfL:Tbe% NTDS ;::: CN=Schema CN=Configuration, OC=temores,DC=org 0 0 0 3585 3584 0.0 2 0.0|

@) coras ) paquas g Microsoft Tech-Ed
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Enabling Diagnostic Events

* Expensive queries: Visit too many objects
* Inefficient queries: return less than 10% of visited objects

» HKLM\SYSTEM\CurrentControlSet\Services\NTDS\Diagnostics
— 15 Field Engineering = 5 (Default = 0)

= HKLM\SYSTEM\CurrentControlSet\Services\NTDS\Parameters

— Expensive Search Results Threshold = 10 000
— Inefficient Search Results Threshold = 1 000

@) coras }) baquas F Microsoft M.’,E‘;



Inefficient Query Event

= Ewvent Properties - Event 1644, ActiveDirectory_DomainService -
General m
Internal event: & client issued a search operation with the following options, -
Client: =
[::1]:52852

Starting node:
QU=Research,DC=Adaturm,DC=com |
Filter:

idescription="jess")

Search scope: ¥ EI

Log Marne: Directory Service

Source: ActiveDirectory_ Dornainsere Logged: 57212015 201539 Ak
Event (Dt 1644 Task Categorye Field Engineering
Lewvel: |nformation Keyeards: Classic

User ADATUR Administrator Cormputer: LOM-DCT . Adaturn.com
OpCode: Info

hdare Information: Ewent Log Online Help

o
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LDAP Search Statistics Control

Controls (%] ***Zearching...

Idap_=search_ext_=(ld, "DC=temores DC=org", 2, "(description=*es=t*1"], attrList, 0, svwrCirls, CIntCtrls, B0, 1000 S&mag)
Error: Search: Size Limit Exceeded. =4=

SErVEr BFFOr;

COhject Identifier Ackive Contrals:
I 1.2.840,113556.1.4.970

Walue: Resutt =4=:
| Stats:
Contral Type — Call Time: 1965 (m=)
( @ Server " Client Ertries Returned: 1000
[~ critical Ertries Visted: 16199
Drescription: Load Predefined: Uzed Fifter: (deseription="e=t"])

zed Indexes: DMT _index: 2940825 M;
Pages Referenced: 91712

I <unavailable =

<< Check out| | Checkin == Pages Read From Dizk: 103
Pages Pre-read From Disk: 2848
Ll Clean Pages Modified: 0

Dirty Pages Modified: 0
Log Records Generated: 0
Log Record Bytes Generated: 0

Ceting 1000 ertries: . Used Indexes:  INTERSECT_INDEX: 7027}

==kipping search resultz display (zearch options).. = PR - =

Index Name.
- Approximate record count.
- Index Type: '
o Nis Normal;
P is containerized;

o
O A @ DAQUAS =. Microsoft o i’ls Igterlselct:n Index (the result is a temporary Table) DIbChovcol:E-dzs
o Tis Tuple Index. :
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Deferred Index Creation (2012+)

File  Action ‘iew Help

= #nE = H

E" ADS Edit Marme Class
A Lﬂ FRootDSE [LOM-DCT.8 - FootDE

| RootDSE Settings...
Retrmowe

Update Scherna Moy

M ey

Wiewy

Renarme

Refresh
Export List...

Help

Farce the schema cache to be flushed,
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IFM Backup

[+ Administrator: Command Prompt =10 x|

D:sUzerssAdministratorintdsutil “activate instance ntds" ifm ""create full test' mm
guit guit
ntdsutil: activate instance ntds
Active instance set to "ntds'.
ntdsutil: ifm
ifm: create full test
Creating snapshot...
Snapshot set {ebf%78cIi87-e498-4d15-ae2e—2c?7?80h4e54f} generated successfully.
EEEEﬁnEE${dﬂff1291—cfe9—4cda—8a51—ﬁ9ﬂeea384@12} mounted as D:~5SHAP_28@8@8112131
| Y
Snapzhot {dBffi1291-—cfe?4cda—8a51-69P0eealdB4fll} is already mounted.
Initiating DEFRAGHENTATION mode. ..
Source Database: D:“5SHAP_2800888112131_ VOLUMEDS“WindowssNTDS~ntds.dit
Target Database: D:“Users“AdministratorstestsActive Directorysntds.dit

Defragmentation Status ¥ completed

Copuing registry files. ..

Copying D:sUserssAdministratorstestrregistry~5¥STEHN

Copying D:sUsers“Administratorstestsregistry~SECURITY
Snapzhot {dBff1291-—cfe?4cda—8a51-690eeadd4fl} unmounted.
IFH media created successfully in D:sUserssAdministratorstest
ifm: guit

ntdsutil: guit

D:sUszserssAdministrator>

@) coras () paquas g Microsoft

@! Active Directory Domain Services

Install from Media

Select one of the following options. depending on whether you want to replicate
domain data over the network from an existing domain controller or you want to
replicate domain data from media created from an existing domain controller {install
from media). In either case. the existing domain cortraller must be in the same domain
as thie new domain controller.

" Replicate data from media at the following location

Consutt the help to make sure that the media you are using is compatible with the type
of domain controller you are installing. Even if you select this option, some data is
copied overthe netwaorl.

Location:

[

1. The media you select must have been created from a writable domain
controller, not a read-only domain controller.

Mare about install from media

< Back Flead = Cancel
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Space Usage

AR seemeeennss SIACTE DUNMNP e Eventpro E'rtIE'S-E‘u’E'nt?UU NTDS'SAM -
Narve Type ObjidFDP M PrikExt Owned Avallable P !
G \Windows \NTD8\ntds.di Db 1 2 nen e BN eneral || Details
datatable » ¢ & ?
CLong Values) , LS . MNTDE (520 MTDSA: Online defragrentation is beginning a full pass on database 'COMAndous

Ancostors index 7] ! WHTD S Rtd s dit'
deltine_not_recye led ' i

DR _USH _CREATED index
DRA_NUSN _CRITICARL Inde
DRA USN _index

INDEX #S9000008

INDEX _BHeoown 3

INDEX P4 i
INDEX _8a08ae? 1 EI
INDEX_9FBCY 7. i n
INDEX_» “"“'”’:"Q[' 1 n Log Marme: Directory Service El
INDEX _F_S&a'Ch | A
INDEX ? H; 052047 1 - SOurce: MTDS 1588 Logged: 52152015 225617 Ak
: :{'{; ; g3 ;' | :“{ "l. 57 4 Ewent ID: 700 Task Categoryt  Online Defragrmentation
) SIEARDCT | n _ _
INDEX P B7BOBF il’ 1 n Lewel: Information Keyaeords: Classic
INDEX_F_995291R3 | a User: M8 Computer: LOM-DC1.Adaturm.com
INDEX_F_9C60CELS 1 n .
INDEX _P_9DBYD4E4 1 " DpCode:
INDEX F 9DCAALES 1 n Mare Infarmation:  Event Log Online Help

I NDEX

M

L NN YRy

Beea D

OFESOMANT &

x )
»

-—
™
.
=

“

LCL _ABV I IV _ince oty
NC_fcc _Type Nene
NC_fAce _Type Sid
ne_guid _Index

P _index
Phantonl nde <27
procoss link: _index

—

TITLLILTrrS" T 1 1.

o

XX XX XXX

e B B B B B B B e B T B B B B B B
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Index-Attribute Mapping

ol ESENT
DRA_USN_index
: NCDNT_col, Attribute:
: ATTgl31192, Attribute: uSNChanged
IgnoreCase, IgnoreNonSpace, IgnoreKanaType, IgnoreWidth, StringSort

exprocesslinks_index
Column: extendedprocesslinks_col, Attribute:
Options: IgnoreCase, IgnoreNonSpace, IgnoreKanaType, IgnoreWidth, StringSort

INDEX_ 0000000
: ATTc®, Attribute: objectClass
IgnoreCase, IgnoreNonSpace, IgnoreKanaType, IgnoreWidth, StringSort

INDEX_©e00e003
Column: ATTm3, Attribute: ¢n
Options: IgnoreCase, IgnoreNonSpace, IgnoreKanaType, IgnoreWidth, StringSort

INDEX_ee00e00d
Column: ATTmd, Attribute: sn
Options: IgnoreCase, IgnoreNonSpace, IgnoreKanaType, IgnoreWidth, StringSort

INDEX_00000007
Column: ATTm7, Attribute: 1
Options: IgnoreCase, IgnoreNonSpace, IgnoreKanaType, IgnoreWidth, StringSort
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Highest DNT (2012+)

(%) File Action View Window Help

e rm E= HE
EEENEY IR EELI R

1000000

500000+

D 1 T
30047 AM 3:06:40 AR 30010 &AM 3:0746 AM

Last | 140,571,000 Average | 142,570,188 Minirmum | 140,570,000 Maxirmurm | 149,571,000
Duration | 1:40

showy Colaor sCale Counter Instance Parent Object Computer
Approximate highest DMNT WWLOM-DCT
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Database Integrity Checks

» Header — DB file staus
= Checkpoint — Checkpoint file status

» Checksum — Page checksum test
= Recover — Copy commited transactions from log to DB
» |ntegrity — Binary level checks

= Semantic Database Analysis — Indexes, Security
Descriptors, Links,...
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Database Epoch

g Registry Editor |-|o -
Eile Edit Miew Faworites Help
a- . NTDS Mame Type Data ~
- Diagnostics ab| {Default) REG_S7 fwalue not set)
. Parameters ﬂﬂCaniguratiDn MC REG_SZ CH=Configuration, DC=&datum,DC=com
. Perfarmance ab| Database backup path REG_SZ CaWindows\NTDShdsadata.bak
+ RID Walues 3| Database log files path REG_SZ CiWindows\NTDS
- Security ﬂﬂDatahase loggingfrecovery REG_=Z oM
by NtFes EJ_JJDS Drive Mappings REG_MULTI_SZ ch = MWolume]1a065328-33:0-1123-80be
' EEF; b DSA Database Epoch REG_CWWORD (000041 74 (16756 =
! ab| 54 Database file REG 57 Chdindowesh MTD S ntd s dit
: ::;:f’jp 24| DSA Previous Restore Count REG_DWORD (<00000005 (5)
b ostor ﬂDmWDrking Directory REG_SZ CindowstMTDS
. Parpart ab)| DsaOptions REG_ST 1
[> | partmgr fg'gﬂGIu:ubal Catalog Promaotion Com.., REG_DWORD 200000007 (1)
[> | pei fg'g'ﬂHieraru:hyTable Recalculation i... REG_DWYCRD CeQO0Q02AD (72
b - priide fis|[sClone REG_CWyORD 00000000 (I
[> | pcmcia fg'p']ldapsewerintegrit}-' REG_DWVORD 00000007 (1)
..... | po ab|kdachine DM Mame REG 57 CH=MNTDS Settings, CH=LOMN-DCT,CH="5er
- pc ab|Raat Darmain REG_SZ DC=Adatum,DC=com -
< m . < | m >

ComputeryHEEY_LOCAL_MACHIMENSYSTERM CurrentControlSet' Services\MNTDEPararmeters
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Gold partner: Generalni partner:

<l 3

How Active Directory Database
Really Works
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