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Okta Security Primer
Understanding Okta Attack Paths
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Why Okta?
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Okta Is Secure by Default
Everybody gets MFA!
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Okta Attack Paths Are Short
Compared to Active Directory (AD) and Microsoft Entra ID

No Group Nesting

• Only users can be members of 
groups. Groups and applications 
cannot be added to groups

• Synchronized group membership 
gets correctly flattened

Privilege Elevation Minimized

• Only Super Admins can modify 
principals with role assignment

• True for users, groups, and apps

• Valid for built-in and custom roles

Lateral Movement Limited

• No built-in computer management 

- MDM

- Group Policy

• No remote computer management

- PowerShell Remoting

- SSH

- SMB

- WMI

- Windows RPC
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Okta Security Is Boring
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• Read-Only Administrators role cannot read role assignments

• Permission to read OAuth 2.0 scopes grants cannot be delegated

Overprivileged Auditors
Security Auditors Are Typically Super Admins
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Okta Privilege Elevation Paths
Read-Only Administrators
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Okta Privilege Elevation Paths
Read-Only Administrators



11

Okta Privilege Elevation Paths
SCIM: System for Cross-domain Identity Management
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Okta Privilege Elevation Paths
SCIM: System for Cross-domain Identity Management
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Okta Privilege Elevation Paths
Okta Workflows
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Okta Privilege Elevation Paths
Okta Workflows
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Okta Privilege Elevation Paths
Okta Workflows
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Okta Secure Web Authentication
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Okta Secure Web Authentication
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Okta Org2Org
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Okta Org2Org
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BloodHound Enterprise Findings
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BloodHound Enterprise Findings
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Okta and Devices
Targeting Okta Integrated Endpoints
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• Okta Desktop MFA

- Okta Verify device prompts or TOTP during local logon

- Recommended in administrator forums as an addition to Platform SSO

• Okta Application Authentication

- Okta Verify on macOS can satisfy MFA requirements 

- Admins configure compliance checks using Device Assurance policies

• Advanced Posture Checks expand checks beyond Okta default queries

Common Okta Integrations
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Desktop MFA - DoS
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Desktop MFA - DoS
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• Besides the manual method, how else can Device Logout be triggered?

- Universal Logout 

• Okta Identity Threat Protection, if enabled, when risk status is elevated

• User sessions and device factors are reset

- When users are suspended or deactivated

• Okta automates device logout on macOS

Desktop MFA - DoS
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Desktop MFA - DoS
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Desktop MFA - DoS
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• Recovery Options

- Previously configured Device Recovery Pins 

• Admin re-enables and/or delivers recovery pins to users 

• If a Super Admin was compromised, then only below two options

- MDM management removes Okta Verify with break-glass accounts 

- Contact Okta Support 

Desktop MFA - DoS
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• Advanced Posture Checks evaluate system attributes beyond what Okta natively supports

• Uses OSQuery when authentication events are triggered

- Enabled/Disabled  

- TextBox 

• Supported queries documented - https://www.osquery.io/schema/5.18.1/

- docker_container_envs

- file

- plist

- processes

- process_envs

- shell_history

- many more

Advanced Posture Checks - Leaking Information
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• Advanced posture checks log output to Okta’s System Log

•  We have successfully leaked:

- Docker Container environment variable secrets

- Docker Container process arguments

- Plist contents of configuration files

- Process command line arguments

- Root shell history 

Advanced Posture Checks - Leaking Information

• docker run -it -e MYSECRET=SECRET busybox sh
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Advanced Posture Checks - Leaking Information
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Advanced Posture Checks - Leaking Information
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• Another capability of Advanced Posture Checks is presenting 
users with remediation steps

- A custom error message to explain what failed

- Can include hyperlinks to resources

• Compromise of posture check access means we can use Okta to 
direct users to download and run payloads

- Prevent application access until payload is run

Advanced Posture Checks - Delivering Payloads
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Advanced Posture Checks - Delivering Payloads



36

Advanced Posture Checks - Delivering Payloads
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Hybrid Attack Paths
JAMF Pro + Okta
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• Mobile Device Manager (MDM) that specializes in Apple device management

- macOS

- iOS

- iPadOS

- tvOS

• Administrators configure 

- policies

- scripts

- configuration profiles

- applications

- more

JAMF Pro + Okta - What’s a JAMF Pro?
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• JAMF Pro supports SSO using OIDC and SAML

- OIDC requires jamfcloud.com and a JAMF Account

• Authentication occurs in Okta with a JAMF Pro app integration

- Allows MFA, device compliance, and additional checks

• Okta sends JAMF Pro user attributes for a logon session

- Can map attributes to local JAMF Pro accounts 

• emails

• usernames

• User group assignments can optionally be transferred as user attributes

- Okta group names can match to groups in JAMF Pro

JAMF Pro + Okta
Hey, can you 
tell me who 
this is?

That’s Jimmy. 
His email is 
jim@localhost 
and he is in the 
SpecterRocks 
group.



40

• Okta defaults do restrict low privileged admins from impacting privileged Okta Super Admins or groups 

• Okta defaults do not restrict admins resetting user passwords or MFA of external privileged accounts 

- A compromised Okta Help Desk admin can reset a sync’d JAMF Pro administrator expanding a breach

• Application admins can assign new users to applications they control

- A compromised App Admin can modify matched attributes sent to JAMF Pro

• Group admins and group membership admins can assign users to groups they control

Attack Okta -> JAMF



41

• Compromise of any type of MDM administrator, API client, or security pipeline is a big win for attackers

• Access to JAMF Pro allows target enumeration and payload execution 

- Eve toolkit

• We have leveraged JAMF Pro on red team assessments to pivot to privileged admins

- Perform internal reconnaissance to identify Super Admins 

- Execute code on managed systems to

• Access session tokens

• Enable remote services

• Exfiltrate API keys

Attack JAMF -> Okta
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Okta and JAMF Pro Hybrid Attack Path
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Hybrid Attack Paths
Active Directory



44

Okta AD Agents
Hybrid AD Deployment
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Okta AD Agents
Synchronization Model
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Okta AD Agents
Object Writeback Permissions
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Okta AD Agents
Group Writeback



48

Agentless Desktop SSO
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Hybrid Attack Paths
GitHub
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Hybrid Attack Paths
GitHub Application Configuration
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Hybrid Attack Paths
GitHub User Synchronization / SCIM
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Hybrid Attack Paths
Active Directory User -> Okta -> GitHub Secret
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BloodHound OpenGraph Collectors
OktaHound
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App Registration
Role Assignment
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App Registration
Okta Management API Scope Grants
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Data Collection
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Extension Schema
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Extension Schema
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BloodHound OpenGraph Collectors
JamfHound
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• OpenGraph collector for JAMF Pro cloud and on-site tenants

• Released at BlackHat USA 2025

• Continued researching attack paths in JAMF Pro

• As of March 2026, the latest version of the collector now supports new Okta hybrid paths

- SSOIntegration Node 

- jamf_Okta_Same_Device Edge

- jamf_SSO_Login Edge

JamfHound
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JamfHound
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• While defaults are secure, Okta doesn’t inherently mitigate additions such as app integrations and custom roles

• MDM SSO support = expanded and conjoined attack surface with IDPs

- Always a high-value target for attackers 

• Okta protects what it knows about within the org (Super Admins), but does not know the privileges of external identities

- i.e. JAMF Pro admins, GitHub admins, or AD domain admins

• It’s critical to know what the full attack surface looks like

- OpenGraph updates to BloodHound reveal complex attack paths across different technologies

Key Takeaways
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• OktaHound OpenGraph Collector - https://github.com/SpecterOps/OktaHound

• JamfHound OpenGraph Collector - https://github.com/SpecterOps/JamfHound

• GitHound OpenGraph Collector - https://github.com/SpecterOps/GitHound

• SCIM OpenGraph Schema Extension - https://github.com/SpecterOps/bloodhound-scim-extension

• Eve JAMF Pro Exploitation Toolkit - https://github.com/RobotOperator/Eve

• JamfHound Okta Updates - https://specterops.io/blog/2026/03/31/jamfhound-v1-1-update-sso-attack-paths-and-okta-
additions/ 

Resources



Thank you
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