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Virtualization Security Risks



Blue Pill Attack



VM Escape Vulnerabilities



VM Escape Vulnerabilities



Known VM Escape Vulnerabilities
CVE-2007-1744 VMware Workstation
CVE-2008-0923 VMware Workstation
CVE-2009-1244 VMware ESXi, Workstation, Fusion
CVE-2012-0217 Xen Hypervisor
CVE-2014-0983 Oracle VirtualBox
CVE-2015-3456 QEMU
CVE-2015-7835 Xen Hypervisor
CVE-2016-6258 Xen Hypervisor
CVE-2016-7092 Xen Hypervisor
CVE-2017-0075 Microsoft Hyper-V
CVE-2017-0109 Microsoft Hyper-V
CVE-2017-4903 VMware ESXi, Workstation, Fusion
CVE-2017-4934 VMware Workstation, Fusion
CVE-2017-4936 VMware Workstation, Horizon View
CVE-2018-2698 Oracle VirtualBox



CPU Vulnerabilities



VLAN Hopping



Other Risks of Virtualization

• Introduction of yet another OS

• Reliance on traditional barriers

• Accelerated provisioning

• Security left to non-traditional security staff

• Audit scope creep



Virtualization-Based
Security Solutions



Sandboxing



Virtual Desktop Infrastructure



Windows 10+ Virtual Secure Mode: Motivation



Windows 10+ Virtual Secure Mode



Secure Enclaves / Trusted Computing



Cloud Computing
Security Risks



Who has access to our data?



Example: Azure Datacenter Security



Physical Security



Physical Security



Shared Responsibility (Misconfigurations)



OWASP Top 10 (2021) ~ IaaS, PaaS, Serverless

• A01: Broken Access Control

• A02: Cryptographic Failures

• A03: Injection

• A04: Insecure Design

• A05: Security Misconfiguration

• A06: Vulnerable and Outdated Components

• A07: Identification and Authentication Failures

• A08: Software and Data Integrity Failures

• A09: Security Logging and Monitoring Failures 

• A10: Server-Side Request Forgery 



Example: SQL Injection

                                              

                                                      

                                                      

             

             

Image Source: https://portswigger.net/web-security/sql-injection



Secure SDLC



OWASP Cloud-Native Application Security Top 10 (2022)

• CNAS-1: Insecure cloud, container or orchestration configuration
• Publicly open S3 bucket

• Container runs as root

• Container shares resources with the host (network interface, etc.)

• Insecure Infrastructure-as-Code (IaC) configuration

• CNAS-2: Injection flaws (app layer, cloud events, cloud services)
• SQL injection

• XXE

• NoSQL injection

• OS command injection

• Serverless event data injection



Default Credentials



PII in Public AWS S3 Buckets



OWASP Cloud-Native Application Security Top 10 (2022)

• CNAS-3: Improper authentication & authorization
• Unauthenticated API access on a microservice

• Over-permissive cloud IAM role

• Lack of orchestrator node trust rules (e.g. unauthorized hosts joining the cluster)

• Unauthenticated orchestrator console access

• Unauthrized or overly-permissive orchestrator access



Sample Bug: Azure Cosmos DB



Sample Azure AD Bug:
PIN Bypass in Passkey Authentication



Sample Azure AD Bug:
Missing UPN Suffix Validation in SAML



Sample Azure AD Bug:
Missing UPN Suffix Validation in SAML



Sample Azure AD Bug:
Exposed DPAPI Encryption Keys



Reporting Bugs to MSRC



Microsoft Identity Bounty Program



OWASP Cloud-Native Application Security Top 10 (2022)

• CNAS-4: CI/CD pipeline & software supply chain flaws
• Insufficient authentication on CI/CD pipeline systems

• Use of untrusted images

• Use of stale images

• Insecure communication channels to registries

• Overly-permissive registry access

• Using a single environment to run CI/CD tasks for projects requiring different levels of security

• CNAS-5: Insecure secrets storage
• Orchestrator secrets stored unencrypted

• API keys or passwords stored unencrypted inside containers

• Hardcoded application secrets

• Poorly encrypted secrets (e.g., use of obsolete encryption methods,
use of encoding instead of encryption)

• Mounting of storage containing sensitive information



Passwords in Public AWS S3 Buckets



Secrets in Source Code Repositories



Hardware Security Module (HSM) 



OWASP Cloud-Native Application Security Top 10 (2022)

• CNAS-6: Over-permissive or insecure network policies
• Over-permissive pod to pod communication allowed

• Internal microservices exposed to the public Internet

• No network segmentation defined

• End-to-end communications not encrypted

• Network traffic to unknown or potentially malicious domains not monitored 
and blocked

• CNAS-7: Using components with known vulnerabilities
• Vulnerable 3rd party open-source packages

• Vulnerable versions of application components

• Use of known vulnerable container images



Public RDP Access



Bugs in Applications



OWASP Cloud-Native Application Security Top 10 (2022)

• CNAS-8: Improper assets management
• Undocumented microservices & APIs

• Obsolete & unmanaged cloud resources

• CNAS-9: Inadequate ‘compute’ resource quota limits
• Resource-unbound containers

• Over-permissive request quota set on APIs

• CNAS-10: Ineffective logging & monitoring (e.g. runtime activity)
• No container or host process activity monitoring

• No network communications monitoring among microservices

• No resource consumption monitoring to ensure availability of critical resources

• Lack of monitoring on orchestration configuration propagation and stale configs



Subdomain Takeovers



OWASP Docker Top 10

• D01 - Secure User Mapping

• D02 - Patch Management Strategy

• D03 - Network Segmentation and Firewalling

• D04 - Secure Defaults and Hardening

• D05 - Maintain Security Contexts

• D06 - Protect Secrets

• D07 - Resource Protection

• D08 - Container Image Integrity and Origin

• D09 - Follow Immutable Paradigm

• D10 - Logging



OWASP: Docker Threat Modeling



OWASP Top 10 Low-Code/No-Code Security Risks

• Risk #1: Privilege Escalation

• Risk #2: Insecure Authentication

• Risk #3: Data Leakage

• Risk #4: Oversharing

• Risk #5: Data and Secret Handling Failures

• Risk #6: Misconfiguration

• Risk #7: Business Continuity, Resiliency and Ownership Failures

• Risk #8: App impersonation

• Risk #9: Dependency Injection

• Risk #10: Unmanaged Custom Code



OWASP TOP 10 Cloud Security Risks

• R1: Accountability and Data Ownership

• R2: User Identity Federation

• R3: Regulatory Compliance

• R4: Business Continuity and Resiliency

• R5: User Privacy and Secondary Usage of Data

• R6: Service and Data Integration

• R7: Multi Tenancy and Physical Security

• R8: Incident Analysis and Forensic Support

• R9: Infrastructure Security

• R10: Non-Production Environment Exposure



Business Continuity / Disaster Recovery



Denial of Service



Long-Term Viability, Vendor Lock-In, Cloud Exit Strategy



Shadow IT – Anyone can use DropBox, GitHub,etc.



Authentication in
Cloud Applications



Authentication

• Basic Concepts
• Two-factor authentication

• OTPs

• Identity Federation
• OAuth

• OpenID Connect

• SAML



Passwords Are Dead

• Dictionary Attacks

• Password Leaks

• Phishing

• Keyloggers

• Shoulder Surfing

• …



Passwords Are Dead



Password Spraying



Multi-Factor Authentication



One-time Passwords

• HMAC-based One-time Password (HOTP)

• Time-based One-time Password (TOTP)

• Out-of-Band Transaction Authentication Numbers (TANs)

• Pre-generated (POTP)

• SMS 

• Push Notifications



TOTP

HMAC(K, C) := SHA1(K⊕ 0x5C5C...∥SHA1(K⊕ 0x3636...∥ C))

HOTP(K, C) := Truncate(HMAC(K,C)) & 0x7FFFFFFF

K – Secret Key

C – Counter/Clock



MFA Method Strength



Passkeys / FIDO2 / W3C Web Authentication



Passkey Protocols



WebAuthn API



Public Key Credential Creation Options



Authenticator Data

               

         

                                    

                                                                                    

 

   

 



Attestation Object
                  

               

            

                                    

                                                        

 

                                           

                  

                                                     

                          

                                         

                                  
                 

               

 

                                                             

                    



Language-Specific SDKs (webauthn.io)



Problem: Lost Device

• Multiple Devices

• Recovery Questions
What is the maiden name of your mother?

• E-Mail Verification

• POTP

• In-Person Verification (used in enterprise environments, but not 
usable with cloud services)



Application-Specific Passwords

Some protocols (or their implementations)
like SSH, SFTP or IMAP do not support 2FA



Claims-Based Identity



Most Common Technologies

• OAuth

• OpenID Connect

• SAML

• WS-*

• JWT



Claims-based Identity

• First Name: John

• Last Name: Doe

• Login: John

• Mail: john@doe.com

• Role: User

• Role: Administrator



Tokens



Basic Communication Pattern



Identity Federation



SAML



SAML

• Security Assertion Markup Language

• XML-based

• Supports single sign-on (SSO)

• Requires mutual trust between IdP and SP

• Multiple bindings, not just HTTP

• Supports identity provider-initiated authentication



Underlying Standards

• Extensible Markup Language (XML)

• XML Schema (XSD)

• XML Signature

• XML Encryption

• Hypertext Transfer Protocol (HTTP)

• Simple Object Access Protocol (SOAP)



SAML Versions

• SAML 1.0 - 2002

• SAML 1.1  - 2003

• SAML 2.0 - 2005

• Incompatible with SAML 1.x

• Renamed XML namespaces, elements and attributes

• New bindings

• New protocols



Assertion A was issued at time t by issuer R
regarding subject S provided conditions C are valid.

Authentication statements

Attribute statements

Authorization decision statements

SAML Assertions



SAML Sign-In Protocol



WS-Federation

• OASIS Standard from 2006, drafted by IBM, Microsoft, RSA,…

• Uses SAML Tokens

• Based on WS-Security, WS-Trust and other WS-* standards

• Supports automatic metadata discovery and certificate roll-over

• Defines common claims

• Two profiles of the model defined

• Passive – for web browser clients

• Active – SOAP clients
Security

Token

Service

HTTP

Receiver

HTTP messages

SOAP messages

SOAP

Receiver



WS-Federation SignIn



Single SignOut



FederationMetadata

• Entity (STS) ID

• Token signing certificates

• WS-Federation endpoint URL

• SAML protocol endpoint URL

• …



JSON Web Token



JSON Web Token

• Defined in IETF RFC7519 from May 2015

• Inspired by SWT

• Based on

• JSON Web Signature (JWS, RFC7515)

• JSON Web Encryption (JWE, RFC7516)

• Very compact

• Can use different encryption schemes



Token Structure

Header: { typ: 'JWT', alg: 'HS256' }

Payload/Claims:

{

 user: john,

 admin: true,

 exp: 8.10.2016, 15:27

}

Signature

=> BASE64



Encoded and Signed Token



OAuth



OAuth / OpenID Connect



OAuth

Used to delegate user authorization to a 3rd-party service provider



History

• 2006 – Twitter missing delegation in OpenID

• 2007 – OAuth Core 1.0 (Twitter, Google,…)

• 2010 – OAuth 1.0 (IETF RFC 5849)

• 2012 – OAuth 2.0

• Framework - RFC 6749

• Bearer Token Usage - RFC 6750

• Threat Model and Security Considerations - RFC 6819

• …



OAuth Token Types

Image Source: https://auth0.com/blog/refresh-tokens-what-are-they-and-when-to-use-them/



OAuth Scopes (GitHub)

• read:org

• write:org

• read:discussion

• write:discussion

• read:packages

• write:packages

• delete:packages

• … 



OAuth 2.0 Grant Types

• Authorization Code
• Proof Key for Code Exchange (PKCE) Extension

• Client Credentials

• Device Code

• Refresh Token



Authorization Code Flow



Authorization Request



Authorization Prompt



Authorization Response

ms-app://s-1-15-2-1101140336-4090662585-1905587327-
262951538-2732256205-1306401843-
4235927180?code=AAAAAAAAAAAAAAAAAAAAAA.lxt7fs590QgJA
JqMtW9C8KN6tLE.SzhnV- R4lbKXj46nwIbFUm6SLnyryJNE72e 
g3797LwkSfFQsSNpr7E9sUlCYBH52xvLZDAbwwu7qXCMlqCuVciQ0j
3P3-l3ep_lOSJOD3LnwDnXb3MPM1UUNcGLxxVeJmeYhEr15Basdk 
WqGzTYrCJKf4jbdVT0qb4HKEhpD2aQCDwqjeFF8mNwfne_KL1Ve6Z
TNwBWS41SauUnbCTM9qzx-MCDWKEPrLmRR14hCxIsaWfrHmiE 
Ybfl4JXyGcJvhUyffcL-UVwJsQSBjHGlbQXlwrb-ejvvZ6me3YC8CL 
oS2pvXAMzbppBfg8YAJbGzBPNplbkjM10A7OKifLT4yqQ



OAuth 2.0 Client Credentials Grant
(Confidential Clients)

POST /token HTTP/1.1

Host: authorization-server.com

 

grant_type=client_credentials

&client_id=xxxxxxxxxx

&client_secret=xxxxxxxxxx



OAuth 2.0 Device Authorization Grant



OpenID Connect
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