
Michael Grafnetter
CQURE: Identity, Cloud & Security Architect

CQURE Academy: Trainer

MCT, CEI, MCSA
michael@cqure.pl 

@CQUREAcademy

@MGrafnetter



DSInternals
PowerShell
Module
December 5th, 2019

Black Hat Europe 2019, London



Directory Services Internals



Supported AD Access

• Database File (ntds.dit) 

• MS-DRSR

• MS-SAMR

• MS-LSAD

• LDAP



Offline Database Access



Demo
Creating an IFM Backup



Dumping AD Secrets



Demo
Password Hashes
in Active Directory



Export Formats



Demo
DSInternals + EDPR 
Interoperability



Auditing AD Passwords



Demo
Auditing AD Passwords 
Against HIBP



Auditing AD Passwords



Enabling/Disabling Accounts



AD Group Membership

primaryGroupId

member



Well-Known Global Group RIDs

Domain Admins 512

Domain Users 513

Domain Guests 514

Domain Computers 515

Domain Controllers 516

Cert Publishers 517

Group Policy Creator Owners 520



Group Membership Change



Offline Password Reset



Hash/Key Derivation and Encryption



Demo
Offline Active Directory 
Privilege Elevation



Password Hash Cloning



Demo
Password Hash Cloning



Forging SID History



Forging SID History



Forging SID History



SID Filtering?



Demo
SID History Injection



Replication Metadata



Replication Metadata



Demo
Replication Metadata



DPAPI-NG (AKA CNG DPAPI)

• NCryptProtectSecret(Descriptor, Data,…)

• NCryptUnprotectSecret(ProtectedBlob,…)



PFX/PKCS#12 File Protection



KDS Root Keys



Extracting KDS Root Keys



Demo
Extracting
KDS Root Keys



Credential Roaming



Credential Roaming - Storage



Parsing The Roamed Credentials



Credential Encryption using DPAPI



DPAPI Domain Backup Key



Extracting Roamed Credentials



Decrypting Roamed Private Keys



Demo
Exctracting
and Decrypting
Roamed Credentials



Bootable Flash Drive



DSInternals ∈ Commando VM



Restore From Media: Motivation 



Install From Media (IFM) Backup



RFM Script



Demo
Restore From Media 
Script



Online Database Access



Online Database Dump



Injecting Password Hashes



Demo
Reverting
Active Directory
Password Resets



Key Credential Types

NGC Next-Gen Credentials

FIDO Fast IDentity Online Key

STK Session Transport Key

FEK File Encryption Key (Undocumented)

BitlockerRecovery BitLocker Recovery Key (Undocumented)

AdminKey PIN Reset Key (Undocumented)



Demo
Injecting Custom
NGC Keys



Misc



Password Hash Calculation

• LM Hash

• NT Hash

• Kerberos Keys

• WDigest Hashes

• OrgID Hash (Used by Azure AD Connect)



Demo
Password Hash 
Calculation



Password Encryption/Decryption

• Unattend.xml Passwords

• Group Policy Preferences Passwords

• LDIF Unicode Passwords
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