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ìŝǡǡƆƳƨϐ Ÿŝƨŕį

͎͑ Vulnerabilities in Windows 11 and Entra ID

05 Open-source tools for Windows

20+ Attack techniques
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Pass-the-Passkey
Motivation and Previous Research
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Passkeys Are Becoming Mainstream
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Passkey Attack Surface
ϐáǵŌƝƆŎϐ¥ŝȔϐìǭƳǙįŸŝ

  Relying Party

  HTTPS

ϐĘŝŌϐ;ǙƳȎǡŝǙ  WebAuthn API   Extensions

  Password Manager   Operating System

ϐϐìȔƨŎįŌƝŝϐáįǡǡƙŝȔǡϐϐáƝįǭŷƳǙƦϐ ǵǭƀŝƨǭƆŎįǭƳǙ  CTAP2

ϐ;Āì  USB  NFC ề BLE
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ìƆŕŝζ=ƀįƨƨŝƝϐ ǭǭįŎƙǡϐ ŸįƆƨǡǭϐmįǙŕȎįǙŝϐ¥ŝȔǡ
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Platform Authenticator Vulnerabilities
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ìȔƨŎŝŕϐáįǡǡƙŝȔϐMȓɊƝǭǙįǭƆƳƨ
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MITB: Malicious Browser Extension
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MITM θ Missing Request Tampering Validation
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Pass-the-Passkey
WebAuthn Relay Attack Primitive
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ǵǭƀŝƨǭƆŎįǭƆƳƨϐeƝƳȎϐθϐ=ƀįƝƝŝƨŸŝϐέϐäŝǡǖƳƨǡŝ
Relying Party Server

Authenticator
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relying party id, 

clientDataHash

authenticatorData 

signature

clientDataJSON, 

authenticatorData, 
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user veriɲcation, 

create assertion

Browser

RP JavaScript Application
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server validation

AuthenticatorAssertionResponsePublicKeyCredentialRequestOptions

WebAuthnAPϥ 

navigator.credentials.get()

ìƳǵǙŎŝΡϐĘ=͑
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Relying Party + User Verification Binding

authenticatorData

RP ID HASHFLAGS

0 BSBEATED UP

COUNTER EXTENSIONS

32 bytes 1 byte4 bytes (big-endian uint32)variable length if present (CBOR)
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UV 0
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clientDataHash

Generated by authenticator Received from client

||

ASSERTION SIGNATURE

SignPrivate key

ìƳǵǙŎŝΡϐĘ=͑
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W3C WebAuthn Specification θ Security First
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Passkey Injector UI: Custom WebAuthn Prompts
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Passkey UI: WIN32 WebAuthn API 
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DM±¾
áįǡǡƙŝȔϐäŝƝįȔϐ ǭǭįŎƙϐáƳ=
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±ƆŎǙƳǡƳŷǭϐMƨǭǙįϐrDϐėǵƝƨŝǙįŌƆƝƆǭȔϐ=ƀįƆƨ
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DM±¾
±ƆŎǙƳǡƳŷǭϐMƨǭǙįϐrDϐáįǡǡƙŝȔϐäŝǖƝįȔϐ ǭǭįŎƙ



͐͒

Privileged Identity Separation + Single Authenticator
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Remote Assertion Retrieval θ Event Log Readers
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Entra ID Challenge Validity = 10 minutes
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£Ęùϐ϶ϐ³¾³=M



͖͐

ìƆŸƨįǭǵǙŝϐ=ƳǵƨǭŝǙϐŷƳǙϐDŝȍƆŎŝζ;ƳǵƨŕϐáįǡǡƙŝȔǡ
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Partial Fix in May 2026
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eǙƳƦϐáįǡǡƙŝȔǡϐǭƳϐ¾rD=ϐ ŎŎŝǡǡϐùƳƙŝƨǡ
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From Passkeys to OIDC Access Tokens
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DEMO
OpenID Connect Token Acquisition
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Passkey Circuit Breaker Attack θ End User
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áįǡǡƙŝȔϐ=ƆǙŎǵƆǭϐ;ǙŝįƙŝǙϐ ǭǭįŎƙϐθϐ¾ǖŝǙįǭƳǙ
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fƆǭmǵŌϐǭƀŝϐfǙŝȔϐθϐìŝǡǡƆƳƨζ;Ƴǵƨŕϐ=ƀįƝƝŝƨŸŝǡ
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Pass-the-Passkey
Synced Passkey Attacks
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ìȔƨŎŝŕϐáįǡǡƙŝȔǡ

Source: Yubico
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Server-Side Synced Passkey Protection

Source: Microsoft
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¥ŝŝáįǡǡĝ=ϐáįǡǡƙŝȔϐMȓǖƳǙǭ
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;ƆǭȎįǙŕŝƨϐėįǵƝǭϐMȓǖƳǙǭ
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Credential Exchange Format (CXF)
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áįǡǡƆƨŸϐǭƀŝϐìȔƨŎŝŕϐáįǡǡƙŝȔǡ
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DEMO
Passing the Synced Passkeys



͔͒

Passkey Phishing Attack
Breaking the Phishing Resistance
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Phishing Protection -  Related Origin Requests (ROR)
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áįǡǡƙŝȔϐáƀƆǡƀƆƨŸϐ ǭǭįŎƙϐθϐáǙƳƦǖǭ
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áįǡǡƙŝȔϐáƀƆǡƀƆƨŸϐ ǭǭįŎƙϐθϐǡǡŝǙǭƆƳƨϐäŝǡǖƳƨǡŝ
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C2 Command Generation
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DM±¾
áįǡǡƙŝȔϐáƀƆǡƀƆƨŸϐ ǭǭįŎƙϐƳȍŝǙϐ=͐ϐΰ±ȔǭƀƆŎϐϱϐ ǖƳƝƝƳα
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