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Passwords
Are
Dead

RIP
PASSWORDS




Passwords Are Difficult to Remember
@ oo ricee (Crotow )

A password for the Hawaii emergency
agency was inadvertently published in an
@AP photo in July 2017 after being written

on a post-it note.
uk.businessinsider.com/hawaii-emergen ...

&’f* \ o8 .

8:27 PM - 16 Jan 2018



Passwords Are Exposed in Data Breaches

»--have i been pwned?

Check if you have an account that has been compromised in a data breach

Email address pwned? ‘

@ Generate secure, unique passwords for every account = Learn more at 1Password.com

9,544,538,448 111,248 134,690,792

pwned accounts pastes paste accounts




Passwords Are Reused

“5» DS:Internals

Passwords of these accounts have been found in the dictionary:

ADATUMM larry _admin
CONTOSO\harry

These groups of accounts have the same passwords:

Group 1:
ADATUM\smith
ADATUM\srv_sqglel

Group 2:
ADATUMVAdministrator
ADATUMN joe_admin
CONTOSOMAdministrator
CONTOS0%\ joe_admin

Thomas Eldund
; _ b Follow ]
@limp 15000

Replying to @MGrafnetter @5SwiftOnSecurity @haveibeenpwned

Thanks for the great script #DSInternals Just
convinced a customer for a quick check...
Results are appalling, can't get too specific
but more than 50% are in @haveibeenpwned
and don't get me started on admins who
have the same password for their normal
account and domain admin..

4:08 PM - 1 Oct 2018




Passwords Are Subject to Phishing Attacks

() Subject PayPal Securty Updates
Date: 07:23AM
From: PayPal Service <service Spaypal.com>  Add to Contacts | Block Sender
TOE i
Labels:
Show Moee Meaders »
2R, B MY T Erragng: [Autodetect | Always use Auto-datect

PayPal

PayPal
EE—————————_—__e_eeeeeee e

Information Regarding Your account: Protect Your Account Info
Dear PayPal Member:
Make sure you never
Attention! Your PayPal account has been limited! provide your password to
fravdulent websites.

As part of our secunty measures, we regularly screen activity
in the PayPal system.We recently contacted you after noticing  To safely and securely
an issue on your account.We requested information from you  3¢¢ess the PayPal website
for the following reason: Of your account, opan a

) . new web browser (e.g.
Our system detected unusual charges to a credit card linked Internet Explorer or

to your PayPal account, Natscape) and type in the
PayPal login page

Reference Number: PP-768-312-588 (http://paypal.com/) to be

) sure you are on the real
This is the Last reminder to log in to PayPal as soon as PayPal site,
possible. Once you log in, you will be provided with steps to
restore your account access. For more information on

. ! protecting yourself from

Once you log in, you will be provided with steps to restore fraud, please review our
your account access. We appreaate your understanding as Secunty Tips at
we work to ensure account safety. https://www.paypal.com




Microsoft's Strategy is Passwordless

High Security

Password-less authentication

Passwords + standard
2 Factor authentication

Inconvenient <« > Convenient

Passwords

Low Security




Passwordless Authentication Options

Accounts

Microsoft [
kaygo1988@outlook.com

Contoso Corporation [ W
kayg@contoso.com

Facebook Y
kaygo1988@outlook.com

339813 ¢

10 I



What About Smart Cards?




Microsoft
Authenticator

APP




Android
' Google Play  search KES

g Apps Categories v Home  Topcharts  New releases

My apps
Shop

Microsoft Authenticator

< M\

Games Microsoft Corporation Business * ook ok h 130849 &

Family Ll PEGI3

Editors’ Choice

A You don't have any devices.
[*] Add to wishlist m

Account
Payment methods




IOS + watchOS

iPad IPhane Watch Music

App Store Preview

This app is available only on the App Store for iPhone, iPad, and Apple Watch.

Microsoft Authenticator [+

n Microsoft Corporation

fi14d in Productivity

KRN R 4.7 234K Ratings

Free

Screenshots iphone iPad Apple Watch




Passwordless Phone Sign-In

[NVl [ Sign in to your accou X [== S ul T-Mobile =

O & https://login.microsoftonline.com/common/oauth2/authorize?client_id=4345a7b9-9a63-4910-a426-35363201

B® Microsoft

& kima@adatumcorp.com

Approve sign in

Approve sign-in?
© Tap the number you see below in your Pl 9

Microsoft Authenticator app to sign in.

83

Enter the correct number to sign in.

KimA@adatumcorp.com

Use your password instead 1 O

63




Passwordless
Phone Sign-In




Fnabling Phone Sign-in

e el e

2

S |

Home > Dsinternals » Security > Authentication methods - Authentication method policy (Preview)

. Authentication methods - Authentication method policy (Preview)

* DSInternals - Azure AD Security

Feset

o Click here to enable users for the enhanced registration preview., —

e ———— e

FIDO2 Security Key All users Yes

Microsoft Authenticator passwordless sign-in All users Yes

Microsoft Authenticator passwordless sign-in settings

P For " g LI did

o Your tenant must be enabled for MFEA with push notifications through the Microsoft Authenticator app in order to use this methot

ENAELE TARGET
P : P :
L Yes No ) (@D select users )
e o e -
USE FOR: . .
Name Type Registration
* Sign in

® Strong authentication Al users Group Optiona



Selt-Service Registration

https://aka.ms/mysecurityinfo

Security info

These are the methods you use to sign into your account or reset your password.

Default sign-in method: Microsoft Authenticator - notification Change

~+ Add method

%3 Phone +_D Change

©  Microsoft Authenticator Michael's iPhone

[ Security key YubiKey 5

= Ernail michael.grafnetter@outlock.com Change

Delete

Celete

Delete

Delete



Pairing the App

saeen ATAT = 5:23 PM

Configure mobile app

Complete the following steps to configure your maobile app. — Accounts

1. Install the Microsoft authenticator app for Windows Phone, Android or 105,

2. In the app, add an account and choose "Work or school account”. -I:ﬂ-r']t[}ﬂﬂ r
3. 5can the image below. ﬂlﬂiﬂ@fﬂntﬂﬂﬂ CO
- 1

427 303 ©

Microsoft L

alain@oaoutlook.com

Configure app without notifications

If you are unable to scan the image, enter the following information in your app.

4890 3590 C

Ur:  https://colpfpad16. phonefactor.net/pad/64 8069390

If the app displays a six-digit code, you are done!




Supported Scenarios

« Azure Active Directory Accounts
 Microsoft Accounts

« No Windows Sign-in
« Self-Service Enrollment Only




FIDOZ2

' simpler
ast f 0 stronger

[Dentity ALLIANCE | authentication

Online
®
WAL




FIDOZ2 Overview

RP APP SERVER

App calls for
FIDO Authn h 90 —080
through browser* —
| [ . n “E;;ﬁg A?r?g;v FIDO AUTHENTICATION mu—m— bt 000
90— 000
W3C Standard: o |
- - EROWSER 20 —000
Web Authentication E OPTION 2:
Js API* External Authenticator 90— 9000
| I ALALRE L Client To Authenticator Protocol*
PTIONI: INTERNAL
o o . AUTHENTICATOR - FIDO SERVER
On-device o6 ~ T
Authenticator* QIP
w ‘_.'Ir 20 —000
H 00— 000
* “eri. METADATA

*FIDO2 Project



FIDO Alliance Board Level Members

aetna
=

LINE

° OneSpan
RSA

VISA

23

amazon
o

@ BCcard

1e4 onfido
SAMSUNG

vmware

PayPal

m Synaptics’

THALES

(o e}
YaH TAPAN

arm

oo

() 1pemia

SECURE




FIDO Alliance Government Level Members

ach > * Federal Office .
RO% CAICT > | for Information Security

Australian Government . . Tﬂﬂﬂ{!ﬂ{fg WAJ
Digital Transformation Office Cabl net Oﬁl Ce ﬁw et d%)%
National Institute of TT’-\ ?ﬁﬁﬁ%ﬁﬁﬂ

Standards and Technology
U.S. Department of Commerce

24



FIDO UZ2F vs. FIDOZ




FIDOZ2 Device Management in Windows

Settings

(M Home

Find a setting

Accounts

Your info

Email & accounts

Sign-in options

Access work or school

Family & other users

Sync your settings

Sign-in options

Manage how you sign in to your device

Select a sign-in option to add, change, or remove it.

e ¢ Windows Hello Face

s option is currently unavailable

Windows Hello Fingerprint

Sign in with your fingerprint scanner (

Windows Hello PIN

jn in with a PIN (Recommended)
Security Key
Sign in with a physical security key

Manage a physical security key that can log you into
applications.

Password

Sign in with your account’s password

Picture Password

Swipe and tap your favor

Windows Hello setup

Security Key Fingerprint
Personalize your security key

Add another Remove

Security Key PIN

Creating a PIN for your security key helps keep you
secure

Change

Reset Security Key

Remove everything from this secunty key and reset to
factory settings

Reset




Device Authentication: PIN + Touch

Windows Security
Making sure it's you
Please sign in to login.microsoft.com.

This request comes from Firefox, published by Mozilla
Corporation.

Please enter your security key PIN.

o N

Cancel

Windows Security

Making sure it's you
Please sign in to login.microsoft.com.

This request comes from Firefox, published by Mozilla
Corporation.

i
Touch your security key.

Cancel




Device Authentication: Biometrics

Windows Hello setup

Windows Security
Making sure it's you
Please sign in to login.microsoft.com.

This request comes from Firefox, published by Mozilla

Corporation. Take action on your Bluetooth security key.

a

Touch your security key.




FIDO?2 Device Interface: USB, Bluetooth, NFC

lil FT_EHUCL
Paired




FIDOZ2 Usernameless Login

mn Microsoft

Sign-in options

Sign in with Windows Hello or a security

key

Choose this only if you have enabled Windows Hello

or a security key for your account.

Sign in with GitHub

sign in with Google

Forgot my username

Back

©]

Windows Security

Making sure it's you

Please sign in to login.microsoft.com.

This request comes from Firefox, published by Mozilla
Corporation.

Michael Grafnetter
michael@dsinternals.com
login.microsoft.com

R michael@dsinternals.com

R michael.grafnetter@cutlook.com

B Microsoft
JmLEadmzHpm5K3i5gVFO-MJz43GukTKYkcRREqO6...
Stay signed in?

Stay signed in so you don't have to sign in again next
time.

0 Don't show this again

Mo Yes







Windows Logon — Azure AD Joined

L
o -
\;Zw\»

Bala Sandhu

8

Insert your security key into the USB port to sign
in.

Sign-in options




TBA: Authentication in Hybrid Environments




FIDOZ Browser Support




FIDOZ2 Mobile Browser Support

al 02-CZ » 17:46 7 95 % -, al O2-CZ = 14:09 7 25%08

AA & webauthn.io & .a (% account.live.com/proofs/...

Windows Hello and security keys

Now you can sign in without a password
using Windows Hello or security keys. A
security key is a physical device (like a
USB security key) that you can use to sign
in to your account instead of a password.

Verify your identity
Confirm your fingerprint so FIDO2 can “webauthn.io” would like to

verify it's you.

sign in using a security key. Learn more about signing in with Windows
=\ Hello or a security key.
(@ ‘ ‘ ne to Your browser or operating system does
Touch sensor ' ‘ not support this

Cancel  Use screen lock Manage your sign-in methods

Recovery code

You can use your recovery code if you lose
access to your security info. You need to
print out your recovery code and keep it in




Fnabling FIDOZ Support In Azure AD

ENABLE TARGET GEMERAL
——— ™) T—— ™)
Yes Mo ) LIRS Select users Allow self-service set up
(— )
. | B |
USE FOR: MName Type Registration - No )
® Signin .
® Strong authentication All users Group Optional e Enforce attestation
(a— )
| Ves MNe )

KEY RESTRICTION POLICY

Enforce key restrictions

# N

I,H Yes Mo ,rl

Restrict specific keys

- ,
I Allow Block |
h y

Mo A4Guids have been added.

: 1k



FIDOZ2 Authenticator Management

=. Microsoft | Account vourinfo  Privacy  Security

Manage your sign-in methods

NAME SIGN-IN METHODS
Feitian BioPass E| Security key
YubiKey Nano E' Security key
Feitian AllinPass USB ﬁ Security key

+ Add another security key

+ Set up Windows Hello

Payment & billing -

Services & subscriptions

Devices Family

ADDED ON

3/16/2020 216 PM

9/6/2019 6:00 PM

3/16/2020 2:38 PM

LAST USED

3/21/2020 2:28 PM

3/21/2020 2:18 PM

3/21/2020 2:16 PM

search SO cart ¥ Michael @,

Remave

Remave



Auditing FIDOZ Keys In (Azure) AD

“» DS:Internals

Get-ADObject -LDAPFilter '(msDS-KeyCredentiallink=*)"' -Properties
Select-Object -ExpandProperty 'msDS-KeyCredentiallink' |
Get-ADKeyCredential |
Where-Object Usage -eq FIDO |
Format-Table -View FIDO

FidoF lags Created HolderDN

eWMB Goldengate G320 Attestation UserPresent, UserVerified, AttestationData, ExtensionData 2019-08-29 CN=John
eWBM Goldengate G310 Attestation UserPresent, UserVerified, AttestationData, ExtensionData 2019-08-29 CN=John
YubiKey FIDO?2 Attestation UserPresent, UserVerified, AttestationData, ExtensionData 2019-07-11 CN=John
Yubikey 5 Attestation UserPresent, UserVerified, AttestationData, ExtensionData 2019-06-21 CN=John
Feitian BioPass FIDO2 Attestation UserPresent, UserVerified, AttestationData, ExtensionData 2019-08-26 CN=John




Free Feitian Sample Devices

https://ftsate.com/pathtopasswordless




Windows Hello
for
Business




WHIB Provisioning Ul

Your organization requires Windows Hello

A password can be easily stolen. Windows Hello provides you with a combination of two factors-your
device plus biometrics or a PIN-instead of a password to sign in to your device, apps, and services.
How can a PIN be safer than a long password?




WHIB Provisioning Ul

Contoso Authentication Service

For security reasons, we require additional information
to verify your account

Select a certificate that you want to use for
authentication. If you cancel the operation, please
close your browser and try again.

© 2018 Microsoft




WHIB Provisioning Ul

Windows Security

Setup a PIN

Create a PIN to use in place of passwords. Having a PIN
makes it easier to sign in to your device, apps, and services.

LA A Al L

OK




WHIB Provisioning Ul

All set!




Windows 10 Logon Screen With PIN




Windows Hello Ul

Sign-in options
*Some of these settings are hidden or managed by your organization.
Manage how you sign In to your device

Select a sign-in option to add, change, or remove it
+ « Windows Hello Face

= This option is currently unavailable—click to learn mare

Windows Hello Fingerprint
This option is currently unavailable—click to learn more

9))

Windows Hello PIN
Sign in with a PIN (Recommended)

Your PIN is all set up to sign in to Windows, apps. and services.

Learn more

| forgot my PIM

Change Remove

Security Key
Sign in with a physical security key

Password
Sign in with your account's password

PO

" Picture Password
AR

Swipe and tap your favorite photo to unlock your devic

8]

Windows Security

Making sure it's you

Please sign in as michael.grafnetter@outlook.com to
login.microsoft.com.

This request comes from Firefox, published by Mozilla
Corporation.

)

Scan your finger on the fingerprint
reader.

Fingerprint

Security key

Cancel




47

Windows Hello

Sign-In

Windows Security
Making sure it's you

Flease sign in as michael. grafnetter@outlook.com to
login.microsoft.com.

This request comes from Firefox, published by Mozilla
Corporation.

2
[ )

Scan your finger on the fingerprint
reader.

ﬁ" Fingerprint

E Security key

| Cancel |

C




Multifactor Device Unlock

Custom OMA-URI Settings

Windows 10 and later

OMA-URI Settings @

NAME DESCRIPTION OMA-URI VALUE

Windows Hello Multifactor Unloc...  First unlock factor credential provider ./Device/Vendor/MSFT/PassportForWork/DeviceUn... {D6886603-9D2F-4EB2-B667-1971041...

Windows Hello Multifactor Unloc...  Second unlock factor credential provider ./Device/Vendor/MSFT/PassportForWork/DeviceUn... {27FBDB57-B613-4AF2-9D7E-4FA7A6...

Windows Hello Multifactor Unloc...  Configure unlock signals ./Device/Vendor/MSFT/PassportForWork/DeviceUn... <rule schemaVersion="1.0"> <signal ... ..,

48



Dynamic Lock

= Settings

{fit Home Sign-in OptiOﬂS

“A Dynamic lock

Windows can use devices that are paired to your PC to know when
you're away and lock your PC when those devices go out of range.

Your info
v Allow Windows to automatically lock your device when you're away

Email & accounts

g— ) Michael's iPhone

Sign-in options

Access work or school




Deployment Options

Hybrid Azure AD Joined Key Trust
Hybrid Azure AD Joined Certificate Trust
On Premises Key Trust

On Premises Certificate Trust

Azure AD Join Single Sign-on



WHIB Prerequisites (Varies)

Windows 10 1703+
Windows Server 2016

« Active Directory Domain Services (AD DS)
« Active Directory Federation Services (AD FS)
- Active Directory Certificate Services (AD CS)

Azure Active Directory
Azure Multi-Factor Authentication (MFA)
Microsoft Intune



Provisioning Methods

* Platform

* Profile typa

Settings

T configured

Scope [lags)

0 scopeis) selected

52

Configure Windows Hello for Business: @
Binimum PN length: @

Maximum FIM lengthc @

Loswercase letters in PIMN:

Uppercase letters in PIN:

Special characters in PIM: @

PIM expirabon (days: @&

Resmermbsar PIM I'u_=.1-'.-'§,-' i ]

Enable PIN recowany: @

Use a Trsted Platform Moduls (TPM): @
Allow biometric authentication: @

Use enhanced anti-spoofing, when available: @

Certificabe for an-pramise resounced {i

Enable i
]

12

Allowed o
Allawed e
Allowead w
365 R
3 W

.m Mot configured

Mt configured

.m Mok oo 1":g.,-'eu:l

Mot configurad

Mot configurad

A Use Windows Helle for Business

E‘ Use Windows Hello for Business

Previous Setting Next Setting

(O Mot Configured Comment:
(®) Enabled
() Disakled
Supported o1t | ¢ least Windows 10
Opticns:

Help:

Do not start Windows Helle provisioning after
sign-in

Windows Hello for Business is an alternative method for signing
inte Windows using your Active Directory or Azure Active
Directory account that can replace passwords, Smart Cards, and
Virtual Smart Cards.

If you enable this policy, the device provisions Windows Hello for
Business using keys or certificates for all users,

If you disable this policy setting, the device does not provision
Windows Hello for Business for any user.

If you do not configure this policy setting, users can provision
Windows Hello for Business as a convenience credential that
encrypts their dormain password.

Select "De not start Windows Hello provisioning after sign-in"
when you use a third-party solution to provision Windows Hello
for Business.

If you select "Do not start Windows Helle provisioning after
sign-in", Windows Hello for Business does not automatically

et || sony




Active Directory NGC Key Auditing

“» DS:Internals

Get-ADUser -Identity john -Properties msDS-KeyCredentiallLink |
Select-Object -ExpandProperty msDS-KeyCredentiallLink |
Get-KeyCredential |

Out-GridView -OutputMode Multiple -Title 'Select credentials for removal...' |
foreach { Set-ADObject -Identity $PSItem.HolderDN -Remove @{ 'msDS-KeyCredentiallLink' = $PSItem.ToDNWithBinary() } }

Q Celect credentials for removal.. — O >
Filter : @
|4 Add criteria ¥
Usage | Source | Flags Deviceld Created HolderDM
MGC AD Mone ff4f0024-3e15-43c5-b48b-3263 cdchd9he 712019 4:46:54 PM CN=John Doe, OU=Employees DC=adatum, DC=com
MNGC AD MNone dadd4f214-e486-4bcf-8b83-928031d05fca 7/1/2019 4:52:57 PM CN=John Doe,OU=Employees DC=adatum DC=com
MGC AzurefD None e0809e73-db27-4af9-b7eb-c4201d6577eb  4/6/2017 9:45:07 AM  CN=Jchn Deoe OU=Employees DC=adatum,DC=com
MNGC AD Mone ff4f6924-3215-43c5-b48b-3203cdcbdObe  7/1/2019 5:49:371 PM  CN=John Doe,OU=Employees DC=adatum DC=com
MGC AD MNone 8b7d0d03-0563-4fed-a578-ed5280b3e8e8  7/8/2019 6:51:38 PM  CN=John Doe,OU=Employees DC=adatum,DC=com
MNGC AD MNone 02cfBScf-5f84-4efd-Bfeb-of2 Tdb1e4980 772019 44715 PM - CN=John Doe,OU=Employees DC=adatum, DC=com
NGC  AD MFAMNotUsed 8/23/2017 3:471:01 PM  CN=lJohn Doe,OU=Employees DC=adatum, DC=com
FIDD  AzurefD  Attestation 00000000-0000-0000-0000-000000000000  6/21/2019 4:04:56 PM  CN=John Doe,OU=Employees DC=adatum, DC=com [ |

53 QK Cancel




Wrapping
Things
Up




Choosing The Right Technology

Security Platform Hardware Software
Removable Authenticator Keyring Phone

PIN v v
Biometrics Optional Optional Optional
Azure AD Sign-In v v
Modern Auth App Sign-in v v
Custom Web App Sign-In v Through Azure AD

Through Azure AD
Phone App Sign-In Partial Support

Air Gap Scenarios ADDS +ADFS 3rd Party ADFS Providers
Passwordless Provisioning With a Smart Card v

Open Standards Kerberos PKINIT, OAUTH W3C WebAuthn, CTAP2

Windows Sign-In

I&((&
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